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Today we will cover…

• DfE Cyber Security Standards

• Cyber threat in education

• ‘Cyber check for schools’ Cyber Secure – start guide

• Links to further support
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Digital and technology 
standards



Why is it important 
to have safe and 
reliable tech?

• Increasing efficiency​ across school estate

• Improving accessibility and inclusion​

• Improving cyber resilience and security

• Reducing the risk of online harms

• Supporting excellent teaching​

• Contributing to improved workload efficiencies

• Contributing to improved student outcomes
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Digital and technology standards

Prevention of HarmsConnectivity Efficiencies and 

Optimisation

Broadband Internet

Wireless network

Network switching

Network cabling

Filtering and Monitoring 

Cyber Security 

Leadership and Governance

Laptops, desktops and tablets

Digital accessibility 

Servers and storage

Cloud solution 



Who are the 
standards for?

Everyone involved in the planning and use 

of technology within schools and 

colleges, including:

• Senior leadership teams

• IT staff

• Suppliers

• Technical advisers

• Teachers

• Governors

Scan to access Digital and 

Technology Standards 



What we've heard 
from schools so 

far...

"As a member of SLT with less technical experience I 

found them to be clear and incredibly useful they 

would help me to ask of others and answer questions 

around these aspects. These standards would 

drive improvement."

"These standards read well - they make you 

do something but without being scaremongering."

"It is a good starting point for educational 

establishments to refer to when looking at IT 

procurement, especially when dealing with 

salespeople."
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The key changes are:

• More information for Senior Leaders

• The 12 standards have been 

condensed into 7

• Updated structure to fit the existing 

suite of standards

Cyber Standards Refresh

To access Cyber 

Standards



What are the changes and why are they important?

New standard This standard addresses elements of the existing standard titled:

Standard 1 – Conduct a cyber risk 

assessment annually and review 

every term

Your business continuity and disaster recovery plan should include a 

regularly tested contingency plan in response to a cyber attack’

Standard 2 – Create and implement 

a cyber awareness plan for students 

and staff

Train all staff with access to school IT networks in the basics of cyber 

security

Standard 3 – Secure digital 

technology and data with anti-

malware and a firewall

Protect all devices on every network with a properly configured 

boundary or software firewall

Network devices should be known and recorded with their security 

features enabled, correctly configured and kept up-to-date

You should use anti-malware software to protect all devices in the 

network, including cloud-based networks

An administrator should check the security of all applications 

downloaded onto a network



What are the changes and why are they important?

New  standard This standard addresses elements of the existing standard titled:

Standard 4 – Control and secure 

user accounts and access privileges

Accounts should only have the access they require to perform their role 

and should be authenticated to access data and service

You should protect accounts with access to personal or sensitive 

operational data and functions by multi-factor authentication

Standard 5 – License digital 

technology and keep it up to date

All devices and software must be licensed for use and should be 

patched with the latest security updates

Standard 6 – Develop and 

implement a plan to backup your 

data and review this every year

You should have at least 3 backup copies of important data, on at least 

2 separate devices, at least 1 must be offsite

Standard 7 - Report cyber attacks Serious cyber-attacks should be reported



Cyber Threat in 
Schools



52% of primary, 71% of 
secondary schools and 
86% of further education 
colleges identified cyber 
breaches or attacks 2023 
– 2024*

*DSIT Cyber Security Breaches 
Survey 2024
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Cyber threat
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Ransom is the 
biggest threat facing 
the education sector

Over 143 incidents 
have been reported 
since August 2024 

Schools are critically 
dependent on 

technology and online 
services

But it’s a challenge to 
maintain IT 

infrastructure, 
processes & cyber 

awareness

… which means that 
schools become 
easier targets for 
cyber criminals

And so leaders want 
DfE support to help 
with their cyber and 

digital capabilities

Context and impact – so what?
• SERVICE

e.g. school can’t open, reception 
can’t take calls

• PUPILS
e.g. lost work, exams cancelled

• FINANCIAL
e.g. lose a significant sum of money, 
staff/suppliers can’t be paid

• LEGAL
e.g. safeguarding data leaked

• REPUTATION
Immeasurable
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Free and anonymous self-assessment tool 

Helps schools understand and improve their 
cyber resilience

Based on recognised standards

Iterative and will develop in line with industry 
best practice

What is Cyber Secure?
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Grade your cybersecurity measures along 23 aspects

Anonymously compare performance with local/national averages

Report risk-based assessment to senior leadership to inform decision-making

https://CyberSecureCheckForSchools.uk

Includes guidance, templates and links to best practice resources

How does it work?

https://cybersecurecheckforschools.uk/


assessment

Nothing in 
place

Minimal Planning Essentials
(‘Achievement’)

Effective Outstanding

0 1 2 3 4 5
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A.  People   e.g. staff induction

B.  Systems  e.g. device security

C.  Organisation e.g. incident response
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dashboard
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Reports

• Range of reports

• Private to your school/MAT
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Next steps
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1. Register at https://CyberSecureCheckForSchools.uk

2. Read the DfE Standards DFE- Cyber security standards for schools and colleges 

3. Need further support?
About the Cyber Secure tool:  cybersecure@swgfl.org.uk 

        DfE Standards advice & guidance: sector.securityenquiries@education.gov.uk

4.   More resources and advice: 
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools

5. Need to report a cyber incident? 
DfE: sector.incidentreporting@education.gov.uk 
Contact the relevant authorities: Police, Action Fraud
Data breaches must be reported to the ICO

https://cybersecurecheckforschools.uk/
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges
mailto:cybersecure@swgfl.org.uk
mailto:sector.securityenquiries@education.gov.uk
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools
mailto:sector.incidentreporting@education.gov.uk
https://www.actionfraud.police.uk/reporting-fraud-and-cyber-crime
https://ico.org.uk/for-organisations/report-a-breach/


Q&A

Cyber Secure Frequently Asked Questions 
https://cybersecurecheckforschools.uk/faqs/
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https://cybersecurecheckforschools.uk/faqs/
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