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* Increasing efficiency across school estate
* |Improving accessibility and inclusion

« Improving cyber resilience and security

Why is it important
to have safe and
reliable tech?

Reducing the risk of online harms
« Supporting excellent teaching
« Contributing to improved workload efficiencies

« Contributing to improved student outcomes



Digital and technology standards

Prevention of Harms




Everyone involved in the planning and use
of technology within schools and
colleges, including:

Who are the cenior leaderenio
e Senior leadership teams
standards for? . IT staff
* Suppliers
 Technical advisers
« Teachers

e GGovernors

Scan to access Digital and
Technology Standards




What we've heard
from schools so
far...

"As a member of SLT with less technical experience |
found them to be clear and incredibly useful they
would help me to ask of others and answer questions
around these aspects. These standards would

drive improvement."

"These standards read well - they make you
do something but without being scaremongering."

"It is a good starting point for educational
establishments to refer to when looking at IT
procurement, especially when dealing with
salespeople.”



Cyber Standards Refresh

Academy Trust Handbook

From [ ation snd Shills Funding Agency
Publinhed | Septermber 2021

The key changes are: R A

* More information for Senior Leaders

« The 12 standards have been Sme > Goucaton vuing 1ot > P, Gehoicw g sieognce > St

condensed into 7 atutory guidance
{eeping children safe in education
» Updated structure to fit the existing LU GUOPACA Yor Rehails 400 e dn i BRI D
suite of standards T ey

=P T0O access Cyber
Standards 8




What are the changes and why are they important?

New standard

This standard addresses elements of the existing standard titled:

Standard 1 — Conduct a cyber risk
assessment annually and review
every term

Your business continuity and disaster recovery plan should include a
regularly tested contingency plan in response to a cyber attack’

Standard 2 — Create and implement
a cyber awareness plan for students
and staff

Train all staff with access to school IT networks in the basics of cyber
security

Standard 3 — Secure digital
technology and data with anti-
malware and a firewall

Protect all devices on every network with a properly configured
boundary or software firewall

Network devices should be known and recorded with their security
features enabled, correctly configured and kept up-to-date

You should use anti-malware software to protect all devices in the
network, including cloud-based networks

An administrator should check the security of all applications
downloaded onto a network




What are the changes and why are they important?

New standard This standard addresses elements of the existing standard titled:

Standard 4 — Control and secure Accounts should only have the access they require to perform their role
user accounts and access privileges | and should be authenticated to access data and service

You should protect accounts with access to personal or sensitive
operational data and functions by multi-factor authentication

Standard 5 - License digital All devices and software must be licensed for use and should be
technology and keep it up to date patched with the latest security updates

Standard 6 — Develop and You should have at least 3 backup copies of important data, on at least
Implement a plan to backup your 2 separate devices, at least 1 must be offsite

data and review this every year

Standard 7 - Report cyber attacks Serious cyber-attacks should be reported
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CYBER THREAT

52% of primary, 71% of
secondary schools and
86% of further education
colleges identified cyber
breaches or attacks 2023
—2024*

*DSIT Cyber Security Breaches
Survey 2024
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e SERVICE
e.g. school can’t open, reception
can’t take calls

* PUPILS
e.g. lost work, exams cancelled

* FINANCIAL
e.g. lose a significant sum of money,

CONTEXT AND IMPACT - SO WHAT?
staff/suppliers can’t be paid

* LEGAL
And so leaders want e.g. safeguarding data leaked
DfE support to help .
with their cyber and REPUTATION
digital capabilities Immeasurable

Ransom is the

biggest threat facing
the education sector

Schools are critically
dependent on
technology and online
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WHAT IS CYBER SECURE?

@ ’Eﬁg% -

Free and anonymous self-assessment tool
Iterative and will develop in line with industry

best practice U SWG.I:L

Safe, Secure, Online




Hﬂw DUES IT WURK? https://CyberSecureCheckForSchools.uk

Grade your cybersecurity measures along 23 aspects

Includes guidance, templates and links to best practice resources

16


https://cybersecurecheckforschools.uk/

ASSESSMENT

Nothing in Minimal Planning Effective  Outstanding
P lace (Achievement’)

0

A. People e.g. staff induction
B. Systems e.g. device security
C. Organisation e.g. incident response

17



) Current Level [ National Level ; - - = ¥ Achievement
DAS H B UARD A1 - Staff induction/moves/exit

C9 — Recovery 5 A2 - Staff Training
C8 - Incident response and mitigation plan A3 — High risk staff training
4
C6 — Conformance and Compliance A4 — Incident Reporting

--'3.--.

C7 - Asset Management A5 — Managing acceptable use

C5 - Risk Management B1 — Network equipment security

C4 - Strategy planning B2 — System security

C3 - Impact B3 - Endpoint device security

C2 - Governance

B4 - Backup solution (IT Disaster Recovery (ITDR))

C1 - Roles and Responsibilities B5 — Critical and Sensitive Data

B8 — Physical Security B6 — System and user Data

B9 — Event Monitoring B7 — Access Management 18



About Start Guide Templates

W Level: 1.6

Progress: 55% AP

Arati Patel-Mistry
DFE Test School

Progress Summary Report
Detailed Summary Report
Action Plan Report
Progress History Report

Offline Tool

Certificates

Dashboard » [ Reparts

Your Reports

Progress Summary Report

Progress: 35%

This report provides a high-level short overview
of your current review. It includes; information
about your account, users, a radar graph and
easy-to-read high level information about
individual aspects

o
223

i

I

Detailed Summary Report

Progress: 35%

This report provides you with the fullest report
for your review. It includes; a summary of your
account, users, and detailed information for
each aspect, including current position,
evidence and improvement plan information

RRR}
"I

Action Plan Report Progress: 35%

The action plan report provides you with a
snapshot of your current progress. The report
includes your ratings for each aspect, your
comments, evidence and action notes, plus

recommendations for improvement

\

Progress History Report

Progress: 35%

looking at previous individual aspect levels and

average values.

This report helps you see your review over time,

=
Ve

Offline Tool Progress: 35%

Download all the content from the tool to use
offline

Reports

* Range of reports

* Private to your school/MAT



@ CS:yber About Start Guide Dashboard Templates Help  Mlevel: 1.7 ~ Progress:35% 'p§ i
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Cyber Secure: Cyber Security
Check up for Schools

Cyber Secure is free to use and helps you to review and improve your Cyber and Information
Security in your school setting

Start Your Assessment

Building the foundations for cyber security

What is Cyber Secure?

Cyber Secure 1s a tool that allows schools to review and improve their cyber and information security
policy and practice an f ss their current provision. The tool is structured according to categories
ndicating the s: security ‘levels’ e ents can achieve, wit

maost basic, and leve

Why use it?
d information security experts. Cyl

0ss educational establishments. It helps




1000 schools

@ Cyber “~
Secure ﬁé:éﬁ

83% of users highlighted
iImproved knowledge
about cyber security for Education

Départment (*) SWGﬂ—
= Safe, Secure, Online
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1.

2.

3.

Next steps

Register at https://CyberSecureCheckForSchools.uk

Read the DfE Standards DFE- Cyber security standards for schools and colleges

Need further support?
About the Cyber Secure tool: cybersecure@swgfl.org.uk

DfE Standards advice & guidance: sector.securityenquiries@education.gov.uk

More resources and advice:
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools

Need to report a cyber incident?

DfE: sector.incidentreporting@education.gov.uk
Contact the relevant authorities: Police, Action Fraud
Data breaches must be reported to the ICO

22


https://cybersecurecheckforschools.uk/
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges
mailto:cybersecure@swgfl.org.uk
mailto:sector.securityenquiries@education.gov.uk
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools
mailto:sector.incidentreporting@education.gov.uk
https://www.actionfraud.police.uk/reporting-fraud-and-cyber-crime
https://ico.org.uk/for-organisations/report-a-breach/

Q&A

Cyber Secure Frequently Asked Questions
https://cybersecurecheckforschools.uk/fags/
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https://cybersecurecheckforschools.uk/faqs/
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