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Introduction

360 degree saféhttps://360safe.org.uk) was launched by SWGAfLNovember 2009 to allow
schools to evaluate their own online safety provision; benchmark that provision against
others; identify and priorities areas for improvement and find advice and support to move
forward. There are now versions of the tool usedsahools in Englandyorthern Ireland,
Scotland and Walés This annual analysis explores the data collected fower 13,000
schools across England whtake use of this free tool which integrates online safety into
school policy and the curriculum in a yahat actively challengeschoolteachers and
managers to think aboui K S & Orfir 8afety @rovision, and its continual evolution.

The flexibility of 360 degree safe is such that it can be introduced at any speed (as appropriate
02 0(§KS addhpadd c@mbe dsidiin any size or type of school. As each question is
raised so it provides suggestions for improvements and also makes suggestions for possible
sources of evidence which can be used to support judgements and be offered to inspectors
when required.

In one particularly interesting development, where evidence is needed, the program provides
links to specific areas of relevant documents, rather than simply signposting documents on
the web. This saves time for everyone concerned alomline safety, and allows the school

to show immediately the coverage and relevance of its online safety provision.

360 degree safe will also provide summary reports of progression, (useful when challenged),
and is an excellent way of helping all staff t(jast those charged with the job of
implementing an online safety policy) to understand the scope of online safety and what the
school is doing about the issue.

Above all 360 degree safe provides a prioritised action plan, suggesting not just what needs
to be done, but also in what order it needs to be done. This is dinilsaving approacfor
teachers and managers who approach the issue of online safety for the first time, in a school
which has no (or only a very rudimentary) policy.

This self reviewprocess is more meaningful if it includes the perceptions and views of all
stakeholders. As broad a group of people as possible should be involved to ensure the
ownership of online safety is widespread.

Once they have registered to take part in 360 degsafeprocess the school will be able to

R2gyf 2R (KS W/ 2YYXiOVSWNhsAaERHnGi thietSamymBmeft kot i &

the online tool. Once the school has completed some of the elemer@8®legree safeool

then the Online Safety Certifite of Progress can be awarded. When the school meets the
benchmark levels itnay choose to purchase farmally assesment via inspection before

0SAYy3 6l NRSR GKS ahyf Ay S 450dcioddirtthe aduntd it ¢ K S N
this award [ittps://360safe.org.uk/Accreditation/Accredite@chool.

I There are three versions of the tool availab@60safe.org.ukused in Englan®60safecymru.org.ykusedin
Wales and360safescotland.org.ykised in Scotland
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The 360 degree safe tool defines 21 aspects of online safety, and are defined in appendix A:

For each of these aspects the schodhigted to rate their practice based upon five levels,
generally defined as:

Level 5 There is little or nothing in place

Level 4 Policy and practice is being developed
Level 3 Basic online safety policy and practice
Level 2 Policy and practice is colent

Level 1 Policy and practice is aspirational

As well as generic definitions, for each aspect, the levels have clear descriptors to allow the
school to make an informed judgement. For example, the Staff aspect, which relates to staff
development aroud online safety, has levels are defined as:

Level 5 There is no planned online safety training programme for staf
child protection/safeguarding training does not include online
safety.

Level 4 A planned online safety staff training programme is being
developed, which aligns with child protection and safeguardin
training.

Training needs are informed through audits

Level 3 There is a planned programme of staff online safety training t
is regularly revisited and updated annually in line with DfE
a0l Gdzi 2 NY SSdA KBy OKd ft RNBY { |
needs.

There is clear alignment and consistency with other child
protection/safeguarding training e.g. Prevent Duty

The inductiorprogramme for new staff includes safeguarding
training that includes online safety.

The Online Safety Lead has received additional online safety
training to support their role.

The Online Safety Lead has identified additional developmen
opportunities br key staff in online safeguarding roles e.g.
Designated Safeguarding Leads or Pastoral/Behavioural Lea
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Level 2

Building on Level 3:

All staff are confident, informed and consistent in dealing with
online safeguarding issues affecting pupils/student

There is evidence that key members of staff (e.g. Designated
Safeguarding Leads or Pastoral/Behavioural Leads) have rec
more specific training beyond general awareness raising.

The Online Safety Lead can demonstrate how their own
professional exprtise has been sustained (e.g. through
conferences, research, training or membership of expert grou

Level 1

Building on Levels 3 & 2:

The school takes every opportunity to research and understal
current good practice and training reflects this.

The impact of online safety training is evaluated and informs
subsequent practice.

The culture of the school ensures that staff support each othe
sharing knowledge and good practice about online safety.

The Online Safety Lead is accredited throagkcognised
programme.

Where relevant, online safety training is included in Performa
Management targets.

Given the level of detail in each aspect, the staff members at the school performing the
assessment have clear guidance on the level they shioeildisclosing in their self review. A

full breakdown of all aspect level descriptors can be found orBéteDegree Safe website

The tool allows schools to perform the sediview at their own pace, it is not nesgary for

them to complete 21 aspects before using the tool for improvement. As each aspect in the
database is analysed independently we collect all responses from each aspect regardless of

whether an institution has completed a full review. Nevertheldbss means we have a

difference between the number of schools who have registered, the number who have

embarked upon the review, and the number who have completed it:

Establishments signed up to the tool on December 2020 | 13221

Establishments who have eratked on the self review proceg 7372
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Establishments with full profiles completed

4665

Unsurprisingly, given their number across the country, the majority of the sciadashave

started their self reviewwr N3 FTNRY GKS LINRAR YLl NE

0 KNB dz3 K ¢
GKFG R2y QG Sraiate FAl Aydz
referral units, community special schools, independents, etc.). For the purposes of the
analysis presented below, we will focus on primary and secondary schools, as they comprise
the vast majority of establishments in the database and allow a comparison obtwgistent
SaGlroftAaKYSyld oA®So
means that comparing practice in these settings would not provide a consistent picture).
However, aswill be discussedelow the differencesin online sfety between primary and
secondary schools is now far less pronounced than it once was.

deLlSa

27

a0K22fazx G4KSNB | NB

N/A 999
Nursery 232
Primary 5736
Secondary| 405

Average Ratings

by SIae

aSGdAy3Id 13

YydzYo SN 2F Sadl

RSTAYAGA

iKS OFNRFGAZY

This report considers the findings from analysis of the data disclosed by thousands of
establishments who use the 360 Degree Safe Tool. It also considers the implications of these
findings. It is intended to present the discussion in an accessible fowithtthis part of the

report being mainly discursive in detail without too much presentation of tabular or graphical
representations of the data. More detail on the data, in both tabular and graphical format,
can be found in appendix B.

Each aspect can lvated by the seleviewing establishments on a progressive maturity scale
from 5 (lowest rating) and 1 (highest). In all cases analysis of the aspect ratings shows an
across establishment maximum rating of 1 and minimum of 5. Given that each establishmen
can store multiple values on each aspect, particularly when they are on a school improvement
journey using the 360 Degree Safe tool, we focus on st®ngest evaluation an
establishment has disclosed for a given asp@stthe tool is used for school improvement
there is no reason why an institution would become weakea certain aspect and there is

no evidence of that in the tool data. Therefore, the strongest score will give us the most up
to date picture on policy ahpractice in a given institutioand nationally

We then apply basic statistical measures of average and standard deviation to consider the
LISNF2NXYIFyOS 2F SIOK | aLISO0
online safety policynd practice. Given each value for assessment is equally weighted, taking
an average score of every aspect gives us a picture of strength and weakness in online safety
policy and practice across all schools in the database. Ranking these aspects thensliow

see national strengths and weaknesses regarding online safetyallows us to reflect upon

why this might be the case. As this is the eleventh time this evaluation haspgestarmed,
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we are clear that we have a very reliable and consistent selatd. We are also confident
thattK S 2 @SNI ff GakKlLSe 2F LR{AOE |yR JWNEkOGAOS
there is consistently an improvement in performance, the strengths and weaknesses are

consistent.

In considering how we classify tperformance of each aspect in the databades baseline
rating for practiceor policy for a given aspect ig;3vhich means, as detailed above that they
KIgS I OKASOSR a. | aro
aspect peformance, we break therdown as:

2 Y tTReyefore, dnl ofd& dodcatdgiiseA O &

Aspect average score Rating
Less than 2.5 Good
2.53 OK

Higher than 3

Cause for concern

The full numerical breakdown of averages can be found in appendix B.

Aspect Rating

Filtering Good

Online Safety Policy Good

Monitoring Good

Acceptable Use Good

Digital and Video Images Good
Professional Standards OK

Mobile Technology OK

Online Safety Education Programme OK

Online Safety Responsibilities OK

Online Publishing OK

Social Media OK

Technical Security OK

Families OK

Reporting and Responding OK

Data Security OK

Contribution of Young People Cause for concern
Staff Cause for concern
Online Safety Group Cause for concern
Governors Cause for concern
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Impact of Online Safety Policy and Practice Cause foconcern

Agencies Cause for concern

CKAAa Aa | @GSNEB &aAYAf Il N} hdveDdr, daeBmpridvementlisdhat & ST N.
Data Security, which assesses whether an institution meets its data protection duties, is now

OF §STI2NRASR a4 ahYéd | 26SOSNE +a Oly o6S &asSs
2yt e 2dzald ahYé sl havebasicalda pio@dieh pradicesiniplace.

If we consider the 360 Degree Safe definitions from the strongest five aspects:

Acceptable Use How a school communicates its expectations for acceptable u
technology and the steps toward s@ssfully implementing then
AY | a0K22fd® ¢KAA A& &dzLJLJ2N
their responsibilities.

Digital and Videq How the school manages the use and publication of digital

Images video images in relation to the requirements of thHeata
Protection Act 2018

Filtering I a0K22ftQa lFoAfAde G2 YFyl 3
for all users.

Monitoring How a school monitors internet and network use and how

alerted to breaches of the acceptable use policy and safegu
individuals at risk of harm.

Online Safety Policy | Effective online safety policy; its relevance to current social
education developments; its alignment with other relevant sch
policies and the extent to which it is embedded in practice.

We can se that both broad policy and technical measures are generally sound in the schools
returning selfreview with the tool. This is not surprising, as this has been the consistent
picture for many years. And we should acknowledge this as posigeausethe absolute
fundamental step in having effective online safetythat schools need to have effective
policies to ensure consistent practice across their settings.

It is also encouraging to see technical interventions such as filtering and monitoring being in
place and strong, because this will help keep their students from accessing upsetting and
inappropriate material, and raise alerts in the event of students at risk of online harm.
However, having filtering and monitoring in place dasst necessarily meas that all
inappropriate and illegal internet content wile blocked. For further detail see the discussion
toward the end of this document.

However, if we consider thgixaspects thatemaind OF dz24 S F2 NJ O2y OSNY ¢ Y

Contribution of Yound How the 8 OK22f Yl EAYA 4S5S4 (GKS L
People knowledge and skills in shaping online safety strategy for

2 https://swafl.org.uk/assets/documents/ukchoolsonline-safety-policy-and-practiceassessmenf021.pdf
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school community and how this contributes positively to 1
personal development of young people.

Online Safety Group

How the school managesd informs their online safety strateg
involving a group with wide representation that buil
sustainability and ownership.

Staff tKS STFSOGAGSYySaa 2F GKS &ao
programme and how it prepares and empowers staff to eded
and intervene in issues when they arise.

Governors CtKS aOK22fQa LINRPGAaAzYy TF2N

Governors to support them in the execution of their role.

Impact of Onling
Safety Policy an(
Practice

¢KS STTSOUABSY S salety atrhtedy; thd €ikehd
used to evaluate impact and how that shapes improvement
policy and practice.

Agencies

How the school communicates and shares best practice with
wider community including local people, agencies :

organisations.

We can see that the aspects that are a cause for concern are generally those aspects that

require a longer term resource investment, or relate to training. Perhaps most concerning is
the fact that awareness/training across different online safety stakedrslgstaff, governors
and the wider school communitygmainsconsistently weakor over ten yearseven though
there are statutory requirements for all schools and colleges to have online safety training in

place, which igxpected to bescrutinised byoards of governors and trustees/owners

In previous years, there were significant differences in policy and practice between primary
and secondary schooldraditionally primary schools would struggle with aspects that
required specialist technical knowlgd (such as Technical Security) or ghafich required

long term investment such agraining and development, and long term performance
monitoring.| 2 6 SOSNE ¢S KI @S aSSy | &t SJSdniyeary 3
period and this year continue® show that trend, with very few significant differences
between the two settings now\e can see similar with the evaluation of the ProjectEVOLVE

dzLJ¢

data (see below), where primary schools are, in a lot of cases, far more engaged with online

safety activit & G K|y

schools is now very consistent with little difference between settings.

Standard Deviation

A further measure of the national picture can be taken by considehagtandard deviation

OKSANI aSO2yRINE O2dzy 0 SNLI NI & @
has resulted fromprimary schools increasing their performance while secondary schools
stand still.Data and graphs related to the primary and secondary comparison are imcinde
appendix Bthat the data clearly discloses thatactice between primary and secondary

of each aspect. Standard deviation is a simple statistical measure that allows us to see the

amount of variation around an aspegt high standard deviation means a lot of variation, a
lower one less so. Therefore, for aspects witbwa standard deviation, most institutions will
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more closelyfit around the average valuban those with a broad deviatiofPut another way,

I a322Ré aLISOG sgAOGK | YINNRg aidlyRFENR RSOAL
the nation, an aspecti KI & A & & Ol dza S narrdvNstadiarg d@Bandisceved A (i K
more worrying because it means thereréiablybad practice.

Given that standard deviation value of itself does not give us clear information about
performance, because it is dependearion the deviation around a strong or weak aspect, we
do not present the statistics on their own. We categorise them against average scores for
aspects.

As with averages, full data tables and graphs are included in appendix B. We have rated
different standard deviation values as:

Aspect standard deviation score Rating
Less than 0.99 Narrow
Between 11.19 Typical
1.2 or higher Broad

If we initially explore the strongest aspects:

Aspect Average Standard Deviation
Acceptable Use Good Typical
Filtering Good Narrow
Monitoring Good Narrow
Online Safety Policy Good Narrow
Digital and Video Images Good Typical

2SS OFy aS8S FTNRY GUKS aa322R¢ FalLlsSoda GKFG Y2a
means that these aspects are consistently good across the whole population. We can be
confident that these aspects in the majority of schools are done Wédl.have no sting

aspects that have a broad standard deviation.

However, there is a different picture for those aspects that are cause for concern:

Aspect Average Standard Deviatior]
Online Safety Group Cause for concern Broad

Agencies Cause for concern Narrow

Impact of Online Safety Policy and Pract| Cause for concern Narrow

Staff Cause for concern Narrow
Contribution of Young People Cause for concern Typical

Governors Cause for concern Typical
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For these weaker aspects, we have a more varied picture. For Online Safety Group, the broad
standard deviation suggests that while, overall, this is an aspect that is cause for concern,
there is a variety of practice across schoele can see this moreearly when we consider
aspect frequencies below hethree aspects that have both a narrow standard deviatzoml

a poor average performace

1 Agencies
1 Impact of Online Safety Policy and Practice
1 Staff

Can be considered the weakest of the weak aspects,Usectiney are consistently poor across

our population.The fact that engagement with other safeguarding stakeholders (Agencies)
and training (Staff) are, arguably, the weakest aspects in the data analysis, is clearly cause for
concern, particularly given ghstatutory requirement for training by the government.

Aspect Frequency Distribution

As a final measure of assessing the performance of schools in the database, we can look at
the distribution of levels per aspectthis means per aspect considering the proportion of
schools who are rated level 1, level 2, etc.

Appendix 2 contains the detled data regarding this distribution in graphical and tabular
form. Here we consider a particular measuremerthe proportion of schools that have an
aspect rated as either 4 or 5. This is an important assessment because from level 3 to level 1,
there is at least some practice in place at the setting. If a school considers itself level 4 or level
5 for a given aspect, it means they have no practice in pldbey are either planning to
implement this aspect, or they have given it no thought at all.

Unairprisingly, these to align closely with average ratings, but do give us a different
perspective on the data. The aspects with the smallest number at either level 4 or 5 are:

1 Filtering (62%)

1 Monitoring (78%)

1 Acceptable Use (2%)

1 Online Safety Policy (BY9

1 Digital and Video Image$Z.63%

For the weakest aspects, we have far great concerns:

1 Agencies (8.5%)

1 Impact of Online Safety Policy and Practit®. %0)
1 Governors (8.5%)

1 Online Safety Groupt6.26)

1 Staff 38.740)

Stated simply, this evaluation shs that fewer than 1 in 2 schools have any wider community
engagement around online safety, almost half do no governor training andinesr 40%
have no staff training in plac&Ve will return to these points later in the evaluation when
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considering staitory requirements of online safetydowever, we can show in the data (see
Appendix B (Poor Training Performance), that having poor training aspects reflects across the
whole of the data set. On average a school with poor staff training will have a séor@se

than mean performance across the whole data set. When compared to schools with good
training (evaluated as 1 or 2), there are some very large differences between performance.
Put simply, staff training drives effective online safety practice.

ProjectEVOLVE

ProjectEVOLVEs another platform provided by SWGL in partnership with BBC Own IT, the
Intellectual Property Office, Nominet and the Diana Award to provide resources and
assessment strategies for teachers delivering online safety education.

ProjectEVOLVE was designed to support education professionals deliver effective online
safety education and assess digital competencies across the whole school journey, informing
everything from grass roots classroom activity to national policy. The phatforovides
teaching and learning resources (aspects) tailored to specific need across 8 strands of online
safety and digital literacy, and assessments (knowledge maps) to allow classroom teachers to
assess student knowledge across these strands.

ProjecOth[ +9 Q& 2@SNI NOKAYy3 2062S00A0Sa 6SNBE RS&A
LN OGAOS F2NJ SRdzOF G2NA FyR 20KSNJ OKAf RNBy Q&
Establishing a national peesigreed framework of digital competencies that are age
and context appropriate; aver the full school age range and the expanding
ecosystems in which children and young people operate
Develop teaching and learning resources that support these competencies and are
granular; build on prior knowledge; promote dialogue; provide clear arcli@ate
information; guide users to positive outcomes and are easy to navigate and use.
{ dzLILI2 NI OKAf RNByQa LINRPFSaarz2ylfta Ay dzyRSN
care and choose interventions that address those needs whilst at the same time
reducing teacher workload.
Use anonymised global data from users to build a sophisticated national picture of
digital competency to inform emerging additional strategies

CKAAa &SI NRa ||yl feéaxzonstidied adddd2t5 Ghé Iesdulces udda  dza
knowledge maps by 6617 schoolsEngland which showed resources downloaded 252680

times and 83667 different in class assessments of student knowledge. Aligning strongly with

a number of aspects in the 360 DegredeSself review (such as Online Safety Education
Programme, Online Safety Group, Online Safety Policy and Contribution of Children and

3 https://www.projectevolve.co.uk/
4 https://swafl.org.uk/assets/documents/projectevolveport.pdf
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Young People), the analysis shows that those schools who make use of ProjectEVOLVE adopt
a holistic and embedded approathonline safety education, with key findings including:

1 The most popular resources accessed links media literacy to wider PSHE/RSE issues
relating online safety issues to broader topics that young people can relate to their
lives.

1 The use of knowledgmaps also has a focus on relationships and identity.

Of the 6617 schools who use ProjectEVOI22HE9 also use 360 Degree Safe. This means we
can compare the performance of those schools against the national averages around online
safety policy and practice. As illustrated in appendix B in detail, we can see if we compare
schools who use both platfms with those who online use 360 Degree Safe, those who use
EVOVLE as well perform consistently better than the national average. Which highlights, once
again, the importance of a holistic approach to online safety policy and practice.

Implications T Test Filtering®

We can see in this report, and in all previous evaluations of the 360 Degree Safe tool, that
Filtering and Monitoring are the strongest aspects of the self review. This is, generally, a very
positive thingg fulfilling statutory duties as desbed in Keeping Children Safe in Education
(see below). Filtering and monitoring providet®w schools to control access to the internet
among their community, and to build effective monitoring of access and online discourse.
However, we need to be mirdl that all filtering systems are nequal.

SWGflcreateda Test Filteringutility, which allows individuals anidstitutions to test the
filtering of their connectionagainst childsexualabuse imagery (via the Internet Watch
Foundation lisf), terrorist contenf and pornography (by testing access to Pornhub).
TesHiltering returns an indication of the results of thalities test.

The purpose of theutility is to disclose to schoolgaps in theirfiltering solution, enabling
schools to better challege and understand the operational functionality of their solution an
configuration. Since August 2020, the service has been used 24,018, timsan overall
failure rateof 31%.1t is clear from the analysis of results on this service that schools tanno
necessarilyassume that, just because they have a strong filtering and monitoring strategy
that will not have to put other measures in place, such as training, education and awareness,
to ensure that they can mitigate the risks of their students accedeappropriateor illegal
material.

5 http://testfiltering.com/

8 https://www.iwf.org.uk/our-technology/ourservices/urlist/
"nttps:/iwww.gov.uk/government/publications/onlineharmsinterim-codesof-practice/interim-code-of-
practiceon-terrorist-content-and-activity-online-accessibleversion
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Implications - Keeping Children Safe in
Education®

Finally, we can consider the implications of this analysis agtiasstatutory safeguarding
requirements of all schools in England and Wales, as defined in thenge@pildren Safe in
Education document.

We have seen from the discussion that many schools who use 360 Degree Safe have no staff
training in place. This is particularly concerning given this is a statutory requirement of all
schools, as stated in paragtafg4 of the document:

14. All staff should receive appropriate safeguarding and child protection training (including
online safety) at induction. The training should be regularly updated. In addition, all staff
should receive safeguarding and chpdotection (including online safety) updates (for
example, via email,-bulletins, and staff meetings), as required, and at least annually, to
continue to provide them with relevant skills and knowledge to safeguard children effectively.

It should also b&oted that governing bodies have a statutory duty to scrutinise this training
and ensure it is fit for purpose:

123. Governing bodies and proprietors should ensure that all staff undergo safeguarding and
child protection training (including online safe&f)induction. The training should be regularly
updated. Induction and training should be in line with any advice from the safeguarding
partners.

Given we can show, again, that Governor training is one of the weakest aspects with almost
50% of schools prading no training at all. Therefore, we do not have confidence the
governors, in a lot of cases, will be sufficiekihpwledgeablao provide effective scrutiny on

both the training, and also the appropriateness of online safety education, again set out in
the document:

128. Governing bodies and proprietors should ensure that children are taught about how to
keep themselves and others safe, including online. It should be recognised that effective
education will be tailored to the specific needs and vulnét@s of individual children,
including children who are victims of abuse, and children with special educational needs or
disabilities.

Furthermore, it is also up to the governing body to ensure filtering and monitoring is
GF LILINBLINR | GS€Y

140. Whilst cosidering their responsibility to safeguard and promote the welfare of children

and provide them with a safe environment in which to learn, governing bodies and proprietors
aK2dzZ R 6S R2Ay3 |ff O(GKIG GKS& NBI agefskeat e OF
TNRY (GKS &ao0OKz22fQa 2N O02ffS3SQa L¢ agausSvo
proprietors should ensure their school or college has appropriate filters and monitoring
systems in place and regularly review their effectiveness.

8

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1077101
/KCSIE_2022.pdf
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Again, wehave little confidence effectiveness can be revievgieen the likelylow level of
knowledge ingovernors The data from the Test Filtering service shows that schools cannot
simply assume that illegal and inappropriate content is being intercepted andischeed

to be mindful of the statutory duties in this regard. How many schools, for example, would
be able to document governor scrutiny of their filtering and monitoring services?

Finally, Keeping Children Safe in Education makes is clear that schoalid stview their
approach to online safety and evidence this through a risk assessment.

144. Technology, and risks and harms related to it, evolve, and change rapidly. Schools and
colleges should consider carrying out an annual review of their approach to online safety,
supported by an annual risk assessment that considers and reflectskisetiieir children

face. A free online safety seffview tool for schools can be found via the 360 safe website.

Again, we know from the analysis th@impact of Online Safety Policy and Practiseone of
the weakestaspectan the data, and that alma$0% of schools have no practice in place for
this.

Conclusions

In this eleventh analysis of the 360 Degree Safe database we can, once again, show that
schools are continuing to show strengths around online safety policy and practice, with the
vast majoity of schools having effective policy in place and in a lot of cases strong technical
interventions. The pattern of data remains as expected, strengths in policy, filtering and
monitoring. And we can see that the weakest areas remain around trainingy wateol
community, and effective evaluation.

We have, for the first time, flagged concerns that while having strong filtering is important, it
should not be assume as 100% effective. Drawing upon data from std-iltering service,
we can see that faires occur, and not all filtering products are equal.

We have also shown that those schools who use the ProjectEVOLVE platform for online and
digital literacy education tend to perform better across the database than those who do not.

However, once agaive would flag our most serious concerns around the lack of staff training

in a lot of schools, and can show that those schadie have weak (level 4 or 5) staff training

perform far worse across the whole range of online safety aspects. It is esskatiaffective

AGFrFTF GNXYAYAY3I Aa Lzt Ay LI FOS G2 Syadz2NB & d
against online risks.

We alsonote that schools are falling short dftatutory expectations Should inspectors
explore the requirements from Keeping Children Safe in Education around online safety a lot
of schools would be found to be lacking.
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Appendix AT 360 Degree Safe Aspect Definitions

Acceptable Use

Agencies

Contribution of Young

People

Data Security

Digital and Video
Images

Families

Filtering

Governors

Impact of Online
Safety Policy and
Practice

Mobile Technology

Monitoring

Online Publishing

Online Safety

How a school communicates its expectations for acceptabé of
technology and the steps toward successfully implementing tt
AY | ao0OK22fd® ¢KA& A& &dzLJLJ2 N
their responsibilities.

How the school communicates and shares best practice with

wider community incluthg local people, agencies ar
organisations.
|26 GKS &a0OKz22f YFEAYA&aSa

knowledge and skills in shaping online safety strategy for
school community and how this contributes positively to t
personal development of young people.

5Sa0NRA0Sa KS aoOKz22f Qa O2 YLt
and how it manages personal data. It describes the ability of
school to effectively control practice through the implementati
of policy, procedure and education of all users frc
administration to curriculum use.

How the school manages the use and publication of digital
video images in relation to the requirements of the Di
Protection Act 2018

How the school educates and informs parents and carers on i<
relating to online safety, including support for establish
effective online safety strategies for the family.

I ao0Kz22ftQa FoAftAGE G2 YIyl 3
for all users.
¢tKS a0K22fQa LINPGAAAZY TF2N

Governors to support them in the execution of their role.
¢tKS STFSOUAOBSYySaa 2F || a0K2:
used to evaluate impact and how that shapes improvement
policy and practice.

The benefits and challenges of mobile technologies. This incl
not only school provided technology, but also personal technol

How a schol monitors internet and network use and how it
alerted to breaches of the acceptable use policy and safegu
individuals at risk of harm.

How the school, through its online publishing: reduces
celebrates success and promotef$ective online safety.

How the school builds resilience in its pupils/students througt

Education Programme effective online safety education programme, that may

Pagel5

planned discretely and/or through other areas of the curriculu



OnlineSafety Group

Online Safety Policy

Online Safety
Responsibilities

Professional
Standards

Reporting and
Responding

Social Media

Staff

Technical Security

Pagel6

How the school manages and informs their online safety strat
involving a group with wide representation that buil
sustainability and ownership.

Effective online safety policy; its relevance to current social
education developments; its alignment with other relevant sch
policies and the extent to which it is embedded in practice.

5Sa0NA0Sa GKS NRfSa 2F (GK2a
safety strategy including seni@aders and governors/directors.

How staff use of online communication technology complies v
legal requirements, both school policy and professional stande

The routes and mechanisms the school presitbr its community
to report abuse and misuse and its effective management.
¢tKS ao0OK22fQa dzasS 2F az20Alf
inform. It also considers how the school can educate all u
about responsible use of social mediapast of the wider online
safety strategy.

¢tKS STFSOlA@®SySaa 2F (GKS a0
programme and how it prepares and empowers staff to educ
and intervene in issues when they arise.

The ability of theschool to ensure reasonable duty of ce
regarding the technical and physical security of and acces
school networks and devices to protect the school and its use



Appendix BT Graphs

Aspect Averages
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Primary and Secondary Averages
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Averages and Standard Deviations
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Aspect Level Frequencies

Filtering NG
Monitoring GG .
Acceptable Use I "
Online Safety Policy I -
Digital and Video Image il .
Online Safety Education Programm Sl
Mobile Technology I
Families NN ——
Online Publishing I ———
Social Media I
Professional Standard S
Technical Security I
Data Security I ———
Online Safety Responsibilitie S
Reporting and RespondindilllllllEEE
Contribution of Young Peop|cllllllllEN
Staff I
Online Safety Group I
LYLI Ol 27F hyf Ay eSSy X
Governors I —
Agencies I ——
0%  20% 40% 60% 80% 100%
Elm2m3 m4 m5

Page20



EVOLVE Schools
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