Online Safety Day
will be starting
shortly!

Printed Resources For Your School
Sign up for free



https://forms.gle/rtv9u64wgkaLoQjaA
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With Leading Online Safety

ExXperts

internet

matters.org

A notfor-profit
organisation that has a
simple purpose to
empower parents and
carers to keep children
safe in the digital world.
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afe, Secure, Online work in partnership with
others around the world
to help make the internet
a great and safe place for

children.

A charity dedicated to
empowering the safe and
secure use of technology,

ensuring everyone can
benefit from technology

free from harm
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BU

Bournemouth
University

AndyPhippen

Professor Andy Phippen is a Professor of
Digital Rights at the Bournemouth University
and is a Visiting Professor at the University of
Suffolk.

He has specialised in the use of ICTs in social
contexts and the intersection with legislation
for over 15 years, carrying out a large
amount of grass roots research on issues
such as attitudes toward privacy and data
protection, internet safety and contemporary
iIssues such as sexting, peer abuse and the
impact of digital technology on well -being.

He has presented written and oral evidence
to parliamentary inquiries related to the use
of ICTs in society, is widely published in the
area and is a frequent media commentator

on these issues.




Prof Andy Phippen

AProfessor of Digital Rights at Bournemouth University

AWorked withSWGflfor well over 10 years, and with UK SIC for alm
as long

AOver the years worked around aII aspects of onling safeguagding
GUKS VIGA2Yy It &aSEUGAY3 SELISOUEX 2‘
screentime etc.

AThese dayg mostly legal issues arelidence basegractice

AFor examplehttps://swgfl.org.uk/research/digitajhoststoriesimpactrisks
and-reasons/

AReporting on new research todayfull write up forthcoming in
October



https://swgfl.org.uk/research/digital-ghost-stories-impact-risks-and-reasons/
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ASurvey Results from 100 practitionerashat has changed in ten years
the impact of COVID lockdown

AMost practitioners do not believe online safety is less of a concern than'it
was 10 years ago

A Social media and app use by ever younger children the main concern

ARise of self produced video content
AdYSSLIA Y3 dzLXE

APractitioners expect to see
A Greater regulation
A Tougher technical controls

AThey want
A More effective and diverse resources
A Shared responsibility across stakeholders
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ALockdown has resulted in changes in practice
AThe need to stay in touch with vulnerable young people
AUse of online platforms for delivery also brings about new challenges

AVast majority of practitioners believe young people are mairask ‘
during lockdown
Al CKSEeUNB 2yt AYS Y2NBE
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Our work  Supportus  shop | Contact | @ DONATE

NEWLY RELEASED TECHNICAL NOTE AIMS TO HELP GOVERNMENTS, ICT
COMPANIES, EDUCATORS AND PARENTS PROTECT CHILDREN IN LOCKDOWN

_— i~ ACTIVITIES & CRIME AREAS & PARTMERS & CAREERS &
= L Lyt el SERVICES TRENDS AGREEMENTS PROCUREMENT

HOME » NEWSROOM 3} EXPLOITING ISOLATION: SEXUAL PREDATORS INCREASINGLY TARGETING CHILDREN DURING COVID PANDEMIC

EXPLOITING ISOLATION: SEXUAL PREDATORS

INCREASINGLY TARGETING CHILDREN DURING
COVID PANDEMIC

19 June 2020




FOI Requests to all LAs

AVolume of safeguarding disclosures weekly from Jan to June
AVolume of disclosures relating to online abuse in that time?
AKey findings

A Contrary to media reporting on average a 25% reduction in safeguarding
disclosures since lockdown. Only 4 LAs had an increase In disclosures ‘

A2 KAETS ¢S YAIKG aadzyS 0KA&a Aa RdzS 0
school disclosures only make up approximately 20% of disclosures

AThe vast majority of LAs held no accessible data on online abuse disclosures
2SS KI@S y2 aidl GdzizaN®E SELISOGFGAZ2Y F
UKAA AYTF2NXNIFGA2YE

https://www.cambridgecybercrime.uk/COVID/COVIDbriefii®ypdf



https://www.cambridgecybercrime.uk/COVID/COVIDbriefing-13.pdf

Implications

AEither, there is no more risk during lockdown

AAbuse and harm are not being disclosgdorne out in lots of oth
research

ABut how would we know given data recorded? ‘

Aocn 5SANBS {IFS tSGa dza are ags

A2 S R2Yy QU KIS UKAA O2yFARSYOS |
AWhich is why we needrganisationdike SWGfIUK SIC lobbying for change
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A Guide to The guide focuses on two use cases:

Facebook’s

Family of Apps 1. Broz_aldcasting school messages to a wider
audience through an official school channel such

as a Facebook Page.

for Schools

2. To communicate for internal purposes between
smaller groups of people through school -
sanctioned or unofficial channels such as
WhatsApp and Facebook Groups.

The apps which are extensively covered include:

A Whatsapp
A Facebook Pages
Qntdnet | Facesook A Facebook Groups

A Facebook Live
A Facebook Messenger




David Miles is FacebookAs
Europe, Middle East and Africa. He has more than
twenty years of executive management experience
within the technology, regulatory and charitable

sectors including IBM, Compagq, the Family Online

o OD Safety Institute (FOSI) and British Board of Film
@@WD M D @@ Classification (BBFC).

David is a former member of the Expert Panel for
UNICEF's Global Fund to End Violence Against Children
(EVAC), as well as contributed extensively to the work
of the WePROTECTGIobal Alliance and Child Dignity
Alliance. He is also a former member of the UK
Government initiated Council for Child Internet Safety
(UKCCIS) and chaired three of its prominent working
groups.

David is a Freeman of the City of London and a
member of the Worshipful Company of Information
Technologists (WCIT), one of the Livery Companies of
the City of London. The Company received its Royal
Charter in 2010.




David is a Director of UK Safer Internet Centre at
SWGIL,; the national awareness centre and part of the
European Insafe network. David has worked
extensively in online safety for many years with
@ = @] w s [m children, schools and wider agencies. David advises a
@WD WD @ number of Governments and school inspectorates on
online safety strategy and policy, particularly with

regards schools and curriculum. David has recently
been appointed as an expert adviser to the UN ITU

(L SWGfL

afe, Secure, Online

David has presented at conferences nationally and
internationally. He is a member of UKCIS as well as
the Twitter Trust and Safety Council. David is a Fellow
at the EP3 Foundation and member of IEEE standard
for Child Data Governance.

David has led pioneering work, such as the
development of multi award winning resources, as
well as the establishment of the helpline for victims of
Revenge Porn. With the Plymouth University, he has
published a number of ground -breaking research
reports.










Covid-19:
Expectations |
and Effects
on Children
Online

DIGITAL
MIGRATION

Online access
surged

increase in weekday

increase in daytime traffic
web access UK BT (UK}
Verizon (US)

Demand for

content increased

Facebook, WhatsApp, Messenger,
Instagram, TikTok, Snapchat and Twitter all

broke their respective records for
time spent in-app

© o
57% @ ©9©/4

average increase

for top ten news o
sites in Australia @

Streaming services saw
unprecedented demand. In
Europe, Netflix announced that
it was "Reducing Netflix traffic" to
maintain “member experience”

“Millions of children are at
increased risk of harm
as their lives move increasingly online during
lockdown in the COVID-19 pandemic”
(Unicef)

“Adults working remotely subsequently are not as
able to supervise their children’s internet activity”
(Europol)

WARNINGS AND

PREDICTIONS

“There are a minimum 300,000 individuals in the UK
posing a sexual threat to children”

(UK’'s National Crime Agency’s threat assessment)

"5pending more

) ! “Greater
time on virtual platforms unsupervised
can leave children vulnerable to internat use

online sexual exploitation
and grooming, as predators .
ook to exploit the likely to be
COVID-12 pandemic.” exposed to
(Global Partnership to .
End Violence) greater risk
of sexual
exploitation onling”
(WeProtect Global
Alliance)

means children are

72%

of teachers said school
closures would have a

NEGATIVE
IMPACT

on pupil welloeing and safety.
(University of Exeter)

Health and Wellbeing

Girls aged 15 to 18 feel under
more pressure to look a certain

way on social media

e.g. lose weight or exercise (26%)

and be online all the time (20%)
(Girlguiding)

32%

of 2,111 young people
with a history of menta
health needs agreed that
it had made their menta
health much worse
(Young Minds)

IMPACT

d Sexual Exploitatio

OVER 200%

Increase in posts on known child sex abuse forums
(WeProtect Global Alliance)

“IWF and its partners blocked at least

8.8 million attempts by UK internet

users to access videos and images of
children suffering sexual abuse”

E; During Covid-19 restrictions
N

—— / "..increased online activity by those

seeking child sexual abuse material”
Europol director Catherine De Bolle

-
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CONCLUSION

“the heightened risks of online
harm for children put a
particular responsibility on tech
companies and service providers.
This is not the time to lessen the
priority on children’s safety,”
Her Majesty Queen Silvia of
Sweden

Policymakers will need to
consider and accommaodate the
impacts of COVID-19 on children

for many years to come.

There will, without

doubt, be a lasting

impact on children
from COVID-19.
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Safer Blended
L.earning

Guidance for schools in
planning for local lockdowns

Blended Learning combines learning in school alongside
learning at home. With the possibility of future local or
national lockdowns, schools should be planning to adopt a
‘blended learning’ approach to ensure the continuity of
learning for their children.

The following guidance is to ensure your blended learning
strategy is safe for your entire school community, with full details
at swgfl.org.uk/blendedlearning including statutory obligations.

—+ Leadership

L L J

W Define who has leadership responsibility for blended learning

W Review policies and procedures to incorporate blended learning

N Provide appropriate pathways for children, young people and their families
to report safeguarding concerns and make sure everyone is aware of these
routes

W Provide appropriate pathways for staff and tutors to report safeguarding
concerns arising and make sure everyone is aware of these routes

W Consider developing an action plan
W Review and learn from previous experiences and include a risk assessment

W Establish an aﬁpropriate lawful base and routes of communications that are
consistent with data protection laws

swdfl.org.uk/saferemotelearning

UK Safer If you have questions or concerns then contact the

) Internet Professionals Online Safety Helpline on 0344 381 4772 (A) SWGfI_

' Centre or email at helpline@saferinternet.org.uk
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the online safety self-review tool

Helplines
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EV( )LV E _— Abo News  Toolkit  Team Partners
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OjectEVOLVE.

haping a better online life for all

Access Toolkit

European Union
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Online Relationships

EV{'}LVE- About  News Toolkit Team  Partners Guidance Updates Contact
- BETA
Toolkit » Strand
Select Strand
®
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(i)
Online Reputation

i)
Online Bullying

Managing Online Information

Health, Well-being and
Lifestyle

i
Privacy and Security

i
Copyright and Ownership
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The impact that technology has on health, well-being and lifestyle including understanding negative behaviours and issues amplified
and sustained by online technologies and the strategies for dealing with them.

@

| recognise and can discuss
the pressures that
technology can place on
me and how / when | think |
should respond.

Health, Well-being and

Lifestyle

| can give some examples
of those pressures (e.g.
immediate response on
social media and
messaging apps; always
available; invasive; rapid
engagement).

| can describe strategies to
identify and assess when
peers may need support
and describe ways to assist
peers who may be
experiencing difficulties.

| can explain how | might
recognise that | need
support to control my use
of technology and who
might provide that support.

Health, Well-being and Health, Well-being and Health, Well-being and
Lifestyle Lifestyle Lifestyle

| can assess the benefits of
and potential problems
with sites or apps that
intend to promote positive
well-being (e.g. wellness
apps, fitness trackers,
meditation/ relaxation

apps).

Health, Well-being and

Lifestyle

| can demonstrate criteria
for assessing and
differentiating between
health sites that offer
unbiased, accurate and
reliable health information
from those promoting a
product or agenda.

Health, Well-being and
Lifestyle

| can describe the criteria |
would use to help me
evaluate the benefit
technology and apps may
hawve to me.

Health, Well-being and

Lifestyle

| can identify online content
and/or groups that
promote unhealthy coping
strategies (e.g. suicide,
eating disorders, self-
harm).

Health, Well-being and
Lifestyle

| can identify and assess
some of the potential risks
of seeking help or harmful
advice from these sites.

Health, Well-being and

Lifestyle

| can identify who | would
talk to if | thought someone
was at risk of being
influenced by such sites.

Health, Well-being and
Lifestyle
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Whisper

nnnnnn s Reporting

Giving everyone the
confidence to speak

up and reach out.
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Carolyn Bunting is CEO of Internet Matters, an
@@ W@H Em M m@ﬁ m independent, not -for -profit organisation which
y helps families keep their children safe online.

Carolyn has been at the helm of Internet Matters
since its launch in 2014 by founding members BT,
Sky, TalkTalk and Virgin Media. Since then its
website and resources have become essential
advice for parents and education professionals.

Carolyn is regularly invited to speak at the
biggest industry events, has become a well -
respected spokesperson in the media, and her
work as a member of the UK Council for Internet
Safety and the Royal Foundation Task Force for
the Prevention of Cyberbullying has helped
influence government policy.



