
Online Safety Day
will be starting 

shortly!

https://forms.gle/rtv9u64wgkaLoQjaA




A not-for-profit 
organisation that has a 

simple purpose – to 
empower parents and 
carers to keep children 

safe in the digital world.

A charity dedicated to 
empowering the safe and 
secure use of technology, 

ensuring everyone can 
benefit from technology 

free from harm

Childnet’s mission is to 
work in partnership with 
others around the world 

to help make the internet 
a great and safe place for 

children.









Professor Andy Phippen is a Professor of 
Digital Rights at the Bournemouth University 
and is a Visiting Professor at the University of 
Suffolk.

He has specialised in the use of ICTs in social 
contexts and the intersection with legislation 
for over 15 years, carrying out a large 
amount of grass roots research on issues 
such as attitudes toward privacy and data 
protection, internet safety and contemporary 
issues such as sexting, peer abuse and the 
impact of digital technology on well-being. 

He has presented written and oral evidence 
to parliamentary inquiries related to the use 
of ICTs in society, is widely published in the 
area and is a frequent media commentator 
on these issues.



Prof Andy Phippen

• Professor of Digital Rights at Bournemouth University

• Worked with SWGfL for well over 10 years, and with UK SIC for almost 
as long

• Over the years worked around all aspects of online safeguarding –
“the national sexting expect”, online harms, harmful content, 
screentime, etc.

• These days – mostly legal issues and evidence based practice
• For example: https://swgfl.org.uk/research/digital-ghost-stories-impact-risks-

and-reasons/

• Reporting on new research today – full write up forthcoming in 
October 

https://swgfl.org.uk/research/digital-ghost-stories-impact-risks-and-reasons/


Practitioners’ Survey

• Survey Results from 100 practitioners – what has changed in ten years and 
the impact of COVID lockdown

• Most practitioners do not believe online safety is less of a concern than it 
was 10 years ago

• Social media and app use by ever younger children the main concern
• Rise of self produced video content
• “Keeping up”

• Practitioners expect to see
• Greater regulation
• Tougher technical controls

• They want
• More effective and diverse resources
• Shared responsibility across stakeholders 



Practioners’ survey

• Lockdown has resulted in changes in practice
• The need to stay in touch with vulnerable young people

• Use of online platforms for delivery also brings about new challenges

• Vast majority of practitioners believe young people are more at risk
during lockdown

• “They're online more”

• “That is what is being reported in the media”.





FOI Requests to all LAs

• Volume of safeguarding disclosures weekly from Jan to June?

• Volume of disclosures relating to online abuse in that time?

• Key findings
• Contrary to media reporting – on average a 25% reduction in safeguarding 

disclosures since lockdown. Only 4 LAs had an increase in disclosures

• While we might assume this is due to schools closing (which they didn’t), 
school disclosures only make up approximately 20% of disclosures

• The vast majority of LAs held no accessible data on online abuse disclosures
“We have no statutory expectation from the Department for Education to hold 
this information” 

https://www.cambridgecybercrime.uk/COVID/COVIDbriefing-13.pdf

https://www.cambridgecybercrime.uk/COVID/COVIDbriefing-13.pdf


Implications 

• Either, there is no more risk during lockdown

• Abuse and harm are not being disclosed – borne out in lots of other 
research

• But how would we know given data recorded?

• 360 Degree Safe lets us say “we know”, rather than, “we think”

• We don’t have this confidence around disclosures
• Which is why we need organisations like SWGfL/UK SIC lobbying for change 



The guide focuses on two use cases:

1. Broadcasting school messages to a wider 
audience through an official school channel such 
as a Facebook Page.

2. To communicate for internal purposes between 
smaller groups of people through school-
sanctioned or unofficial channels such as 
WhatsApp and Facebook Groups.

The apps which are extensively covered include:

• Whatsapp
• Facebook Pages
• Facebook Groups
• Facebook Live
• Facebook Messenger



David Miles is Facebook’s Safety Policy Director for 
Europe, Middle East and Africa. He has more than 
twenty years of executive management experience 
within the technology, regulatory and charitable 
sectors including IBM, Compaq, the Family Online 
Safety Institute (FOSI) and British Board of Film 
Classification (BBFC). 

David is a former member of the Expert Panel for 
UNICEF's Global Fund to End Violence Against Children 
(EVAC), as well as contributed extensively to the work 
of the WePROTECT Global Alliance and Child Dignity 
Alliance. He is also a former member of the UK 
Government initiated Council for Child Internet Safety 
(UKCCIS) and chaired three of its prominent working 
groups.

David is a Freeman of the City of London and a 
member of the Worshipful Company of Information 
Technologists (WCIT), one of the Livery Companies of 
the City of London. The Company received its Royal 
Charter in 2010.



David is a Director of UK Safer Internet Centre at 
SWGfL; the national awareness centre and part of the 
European Insafe network.  David has worked 
extensively in online safety for many years with 
children, schools and wider agencies. David advises a 
number of Governments and school inspectorates on 
online safety strategy and policy, particularly with 
regards schools and curriculum.  David has recently 
been appointed as an expert adviser to the UN ITU

David has presented at conferences nationally and 
internationally.  He is a member of UKCIS as well as 
the Twitter Trust and Safety Council.  David is a Fellow 
at the EP3 Foundation and member of IEEE standard 
for Child Data Governance.

David has led pioneering work, such as the 
development of multi award winning resources, as 
well as the establishment of the helpline for victims of 
Revenge Porn.  With the Plymouth University, he has 
published a number of ground-breaking research 
reports.























Helplines



471 Events



Carolyn Bunting is CEO of Internet Matters, an 
independent, not-for-profit organisation which 
helps families keep their children safe online.

Carolyn has been at the helm of Internet Matters 
since its launch in 2014 by founding members BT, 
Sky, TalkTalk and Virgin Media. Since then its 
website and resources have become essential 
advice for parents and education professionals.

Carolyn is regularly invited to speak at the 
biggest industry events, has become a well-
respected spokesperson in the media, and her 
work as a member of the UK Council for Internet 
Safety and the Royal Foundation Task Force for 
the Prevention of Cyberbullying has helped 
influence government policy.
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Internet Matters – keeping children safe online

Campaigns Resources Research Policy
1 2 3 4

Raise awareness amongst 
parents encouraging them 

to engage with their 

children

Provide parents and 
professionals with free, 
expert resources that 

provide advice & 
guidance

Build an evidence base 
that can be widely shared 

and underpins all our 
activity

Ensure children can 
benefit from connected 

technology free from harm



https://www.youtube.com/watch?v=10hY8EAoch0



Internet Matters – keeping children safe online

Campaigns Resources Research Policy
1 2 3 4

Raise awareness amongst 
parents encouraging them 

to engage with their 

children

Provide parents and 
professionals with free, 
expert resources that 

provide advice & 
guidance

Build an evidence base 
that can be widely shared 

and underpins all our 
activity

Ensure children can 
benefit from connected 

technology free from harm
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Visiting internetmatters.org encourages parents to take action

• Confidence amongst parents increases, with the % 

saying they have the information they need to 

protect children online rising from 36% to 77% having 

visiting the IM website

• 69% of parents are likely to have a conversation with 

their child about keeping safe online, after reading 

our information

• 68% of parents are likely to set some boundaries

about what they do online and 67% for how long their 

children spend online

• 76% of parents said that they learned something new

that will help keep their children safe online 



1. Increasing evidence that online harms are 

not evenly spread

2. Experiencing an offline vulnerability 

increases both the exposure to risk and 

experience of harm

3. The type of vulnerability a child is 

experiencing is an indicator of the risks they 

are more likely to experience

UKCIS Working Group for Vulnerable Users is 

working collaboratively to address this issue

Life online for children 

experiencing vulnerabilities



Parents of vulnerable children report higher levels of experience of all 

issues compared to non-vulnerable

0 5 10 15 20 25

QB7new. How concerned, if at all, do you feel about any of the following issues in relation to your child / children’s online

experience? QB13. And which of these issues are you aware your child or children has had direct experience of online?

Internet Matters Impact Tracking Wave 9 2019

Level of experience of issues (%) for non-vulnerable and vulnerable children

Too much time online

Contact with strangers

Online trolling or abuse from 
strangers

Viewing sexual content

Giving away personal 
information

Viewing violent content

Online bullying from people they 
know

Peer pressure to do things online

Content promoting self-harm or 
suicide

0 5 10 15 20

Exposure to hate speech

Poor body image or low self-
esteem 

Mental health issues

Sexting

Fraud / identity theft

Damage to their reputation

Exposure to fake news

Spending money in games / 
apps

Radical / extremist groups

Gambling



Life online for children with SEND

Insights tell us that young people with SEND are:

• Significantly more likely to experience contact risks, 
including sexting under pressure, coercion, blackmail or 
threats to send more images

• Have a significantly higher overall score for a basket of all 

online risks 

• One third more likely to spend 5+ hours a day online

• More likely to view sites promoting self-harm and pro-ana 
sites

Limited resources exist that are specifically developed to 
support this groups of children; there are 1.32m children 
registered with SEND in England alone

With Facebooks backing we have developed a dedicated 
hub



Connecting Safely Online

Research with parents, teachers, carers, 

children and young people informed our work:

• Respectful, not patronising

• Created with and tested by young people with 
SEND

• Recognises parents and carers view the world 
differently to young people

• Easy to understand and intuitive to navigate

• Filled with activities for parents / carers and young 

people to do together

• Accessible to all with a wide range of disabilities  -
it’s AA rated



www.internetmatters.org/connecting-safely-online
or search ‘connecting safely online’

Advice for parents & carers Advice for young people Things to do together



• Partnership between SWGfL & Internet Matters

• Funded by the Home Office who recognised the risk 

that vulnerable children and young people face 

online during the Covid-19 pandemic

• Provides vital support for professionals, parents and 

young people themselves, with a particular support 

for children & young people who are experiencing 

vulnerabilities due to:

• SEND

• Care experienced

• Gender & sexual identity issues (LGBTQ+)

New resource to further support children with vulnerabilities



For professionals

Resources

Digital safety resources 

for professionals to use 

with children & young 

people, including: 

‘So you Got Naked 

Online’ for children with 

SEND

Forum

Forum for professionals 

to seek peer support 

and share best practise

Research 

All relevant resources 

that give insights into 

the digital lives of 

children experiencing 

vulnerabilities, including 

summary fact sheets

Index of Online Harms

Utilising the Education 

for a Connected World 

framework, updated to 

recognise additional 

attributes for children in 

more vulnerable groups



For parents & young people

For each vulnerability:

LGBTQ+ Care experienced SEND

Connecting & Sharing Browsing Gaming



What’s coming up

Piracy
Fake News 

Mis-

information 

New 

research 

reports

New 

content

Cybersurvey 2019

from Youthworks  

14,000+ young people 

aged 11-17 published in 

October

Further deep dive report 

into children with 

vulnerabilities

New age guide videos 

giving top tips to parents 

of children aged 0-5, 6-10, 

11-13 and 14+

Updated tech buying 

guides, giving parents 

insight in what to look out 

for when buying tech

New campaign to raise 

awareness of the issues 

families may face when 

using pirated content

Research to understand 

children's experience of 

fake news and 

misinformation

New resources hub to 

provide advice & 

guidance



Thank you



Will Gardner, OBE is the CEO of Childnet, a 
children’s charity working with others to help 
make the internet a great and safe place for 
children. 

Will Gardner has been at Childnet since 2000 
and has been the CEO since 2009. He is a 
Director of the UK Safer Internet Centre, in 
which Childnet is a partner alongside two 
other charities, the Internet Watch 
Foundation and the South West Grid for 
Learning, and in this role Childnet organises 
Safer Internet Day in the UK. 

He is a member of the Executive Board of 
the UK Council for Internet Safety, and is 
also on Facebook’s Safety Advisory Board. 
Will lives in London with his wife and their 5 
children.





www.childnet.com/resources



Getting the conversation started – for parents and carers

- Start with the positives

- Working together

- Keep it relevant

- Tackling difficult conversations

- What if something goes wrong

- 10 key messages to share with your child. 



Childnet



PSHE toolkits:

BBFC Jan 2020 – exposure to online pornography: 51% 11-13s, some even aged 7. 

Myth vs Reality

• online pornography

• healthy relationships and 

• body image

Crossing the line

• Sexting

• Homophobic cyberbullying

• Peer pressure 

• Self-esteem



From Childnet PSHE Toolkits





1700+ organisations across the UK supported #SaferInternetDay2020





• Events and activities took place across 
the UK

• Young people delivered their youth 
charter to MPs in Parliament

• The Day trended on social media and 
got national press and broadcast 
coverage



Safer Internet Day 2021:
An internet we trust: exploring reliability in the online 

world

How do we separate fact from fiction, the genuine from the misleading? 
How do we decide what to believe online? 
What’s the impact of dealing with fake content and experiences online? 

This year in the UK, Safer Internet Day explores reliability online. The 
campaign focuses on knowing what to trust online and supporting young 
people to question, challenge and change the online world. The internet 
has an amazing range of information and opportunities online, and can 
help us see the world from different points of view.







https://swgfl.org.uk/resources/back-to-school-pack-2020/


https://forms.gle/rtv9u64wgkaLoQjaA

