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Today we will cover...

DfE Cyber Standards

Cyber threat in education

‘Cyber Secure check for schools’ tool — start guide
Links to further support

Please use the Q&A function to ask questions during the live event.
Slides will be sent to attendees after the presentation.



DFE Cyber Security Standards

1. Protect all devices on every network with a properly configured
boundary or software firewall.

2. Network devices should be known and recorded with their
(sjecurlty features enabled, correctly configured and kept up-to-

ate.

3. Accounts should only have the access they require to perform
their role and should be authenticated to access data and
services.

4, You should protect accounts with access to personal or sensitive
operational data and functions by multi-factor authentication.

5. You should use anti-malware software to protect all devices in
the network, including cloud-based networks.

6. An administrator should check the security of all applications

downloaded onto a network.

Continued =>



7. All online devices and software must be licensed for use and
should be patched with the latest security updates.

8. You should have at least 3 backup copies of important data, on
at least 2 separate devices, at least 1 must be off-site.

9. Your business continuity and disaster recovery plan should
include a regularly tested contingency plan in response to a
cyber attack.

10. Serious cyber attacks should be reported.

11. You must conduct a Data Protection Impact Assessment by

statute for personal data you hold as required by General Data
Protection Regulation.

12. Train all staff with access to school IT networks in the basics of
cyber security.

Meeting digital and technology standards in schools and colleges - Cyber
security standards for schools and colleges - Guidance - GOV.UK (www.gov.uk)



https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges
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Safe, Secure, Online can benefit from technology free from harm.

Part of the UK Safer Internet Centre, our experts
advise schools, public bodies and industry, nationally

Jess McBeath and internationally. https://swgfl.org.uk
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https://swgfl.org.uk/training/online-safety-live/
https://swgfl.org.uk/resources/online-safety-podcast/
https://revengepornhelpline.org.uk/
https://swgfl.org.uk/

CYBER THREAT

Phishing attacks g2

79%

23%

Others impersonating organisation
in emails oronline

64%

31%
41% of primary and 63% 10%
of secondary schools Viruses, spyware or malware g
identified cyber breaches (excluding ransomware)
or attacks 2022 —2023* o,
15%
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networks by students*
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H 5 B Further education colleges
Hacking or attempted hacking of ;;f . Higher education institutions
online bank accounts o . Businesses

*DSIT Cyber Security Breaches
Survey 2023 1%



CONTEXT AND IMPACT - SO WHAT?

* SERVICE
Ransomware is the e.g. school can’t open, reception can’t take
biggest threat facing calls
the education sector
* PUPILS
e.g. lost work, exams cancelled
Schools are critically
dependent on * FINANCIAL

e.g. lose a significant sum of money,

technology and online
- staff/suppliers can’t be paid

And so leaders want LEGAL

DfE support to help e.g. safeguarding data leaked
with their cyber and

digital capabilities REPUTATION

Immeasurable
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Parents of students at Isle of Wight schoals hit by ransomware attacks are being asked to get in
touch after vital data was lost.
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WHAT IS CYBER SECURE?

Free and anonymous self-assessment tool
Secure
Department for
Education/SWGfL

Iterative and will develop in line with industry

best practice

10



Huw DUES IT WURK? https://CyberSecureCheckForSchools.uk

Grade your cybersecurity measures along 23 aspects

Includes guidance, templates and links to best practice resources

11


https://cybersecurecheckforschools.uk/

ASSESSMENT

C. Organisation

UN\_  B.Systems

Nothingin  Minimal  Planning Effective ~ Outstanding
p|a ce (‘Achievement’)
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L) Current Level [ National Level [ = = = * Achievement
DAS H BUARD A1 — Staff induction/moves/exit

C9 - Recovery 5 A2 - Staff Training
C8 - Incident response and mitigation plan A3 — High risk staff training
4
C6 — Conformance and Compliance A4 - Incident Reporting

'---3'-.-‘

C7 - Asset Management A5 — Managing acceptable use

C5 - Risk Management B1 — Network equipment security

C4 - Strategy planning B2 - System security

C3 - Impact B3 — Endpoint device security

C2 - Governance B4 - Backup solution (IT Disaster Recovery (ITDR))

C1 - Roles and Responsibilities B5 — Critical and Sensitive Data

B8 — Physical Security B6 — System and user Data

BS — Event Monitoring B7 — Access Management 13



LINKS TO RESOURCES

Cyber Incident Contact List

Edu'c;ation
Data Hub

Action Fraud

(Reporting Cyber Crime)

0300 123 2040__[Press 9 for active incidents]
https://www.actionfraud.police.uk/

Designated Safeguarding Lead

Name:
Telephone:

Local Authority Designated Officer

Headteacher / Setting Lead:

Telephone:
Email:

NCSC Incident Reporting:
https://report.ncsc.qgov.uk

Phishing Reporting:
report@phishing.gov.uk

Cyber Protect Officer

Name:
Telephone:
Email:

IT Provision / Supplier

14



é R’ Education cyberIT Security Incident / Concern Form
Data Hub

Reference: Click or tap here

Names of all relevant staff / pupils concerned

Click or tap here to enter text.

Date of Incident or Concern: | Clickortap here Time: Click or tap here

Reported by: Click or tap here to enter text. Role: Click or tap here to enter text.

Is this incident a:

O Safeguarding Concern
Filtering Issue / Unsuitable Content
Security Threat / Cyber-attack

Virus / Malware Report

J 0O O o

Other | ... .,
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About Start Guide Templates

W Level: 1.6

Progress: 55% AP

Arati Patel-Mistry
DiE Test School

ﬁ' Assessment
Reports

Progress Summary Report
Detailed Summary Report
Action Plan Report
Progress History Report
Offline Tool

Certificates

Dashboard » & Reports

Your Reports

Progress Summary Report

Progress: 35%

This report provides a high-level short overview
of your current review. It includes; information
about your account, users, a radar graph and
easy-to-read high level information about

individual aspects
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Detailed Summary Report

Progress: 35%

This report provides you with the fullest report
for your review. It includes; a summary of your
account, users, and detailed information for
each aspect, including current position,

evidence and improvement plan information
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Action Plan Report Progress: 35%

The action plan report provides you with a
snapshot of your current progress. The report
includes your ratings for each aspect, your
comments, evidence and action notes, plus
recommendations for improvement

\

Progress History Report

Progress: 35%

looking at previous individual aspect levels and

average values.

This report helps you see your review over time,
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Offline Tool Progress: 35%

Download all the content from the tool to use
offline

* Range of reports

* Private to your school



@ CYber About Start Guide Dashboard Templates Help  Mlevel: 1.7  Progress: 35% | p§ mﬁm
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Cyber Secure: Cyber Security
Check up for Schools

Cyber Secure is free to use and helps you to review and improve your Cyber and Information
Security in your school setting

Start Your Assessment

Building the foundations for cyber security

What is Cyber Secure?
r_ '-,-'!_I ar '_:ai_"li_ ure 15 g t[_ZIIZ_'.-| ‘_: '|.-_Z1|, g HOVYS SCNO0INS t:’_:l revieywy and 'r'[_'ur-:_:n'-.-'r-_r- their C '-,-'L'I er 4ano |I '||l.'_ZI:‘ mation secunty
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THINGS TO THINK ABOUT

Roles and
responsibilities

Other things
to consider




NEXT STEPS

Register at https://CyberSecureCheckForSchools.uk

Read the DfE Standards DFE- Cyber security standards for schools and colleges

Need further support?
About the Cyber Secure tool: cybersecure@swgfl.org.uk

DfE Standards advice & guidance: sector.securityenquiries@education.gov.uk

More resources and advice:
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools

Need to report a cyber incident?
DfE: sector.incidentreporting@education.gov.uk
Contact the relevant authorities: Police, Action Fraud

Data breaches must be reported to the ICO Cyber
Secure



https://cybersecurecheckforschools.uk/
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges
mailto:cybersecure@swgfl.org.uk
mailto:sector.securityenquiries@education.gov.uk
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools
mailto:sector.incidentreporting@education.gov.uk
https://www.actionfraud.police.uk/reporting-fraud-and-cyber-crime
https://ico.org.uk/for-organisations/report-a-breach/
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Cyber Secure Frequently Asked Questions
https://cybersecurecheckforschools.uk/fags/
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https://cybersecurecheckforschools.uk/faqs/

toodbye & thank you for watching
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