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Welcome

SWGIL is delighted
to be able to host this

inaugural CSS event.

With thanks to Bitdefender

for supporting us

Bitdefender

is a cybersecurity leader delivering best-in-class threat

prevention, detection, and response solutions

worldwide. Bitdefender
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ICSS, University of Kent

is one of only 19 centres in the UK recognised as an

Academic Centre of Excellence in Cyber Security
Research.

University of | Ins

GFCE Kent &+

Phoenix Software

are the UK's leading 100% Public Sector focused IT

Solution and Service Provider.
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Welcome

-Ask any questions you have,
Eat any time, in the Q&A,
‘we'll get to these after all the
:presentations. Be sure to add
Ethe name of the presenter

.you're asking the question to.

a
Please complete our cyber security

school survey at:

http: // tiny.cc / CSSurvey

0 swaGfL

are a not for profit charity ensuring everyone can
benefit from technology free from harm. Part of the
UK Safer Internet Centre, our experts advise schools,
public bodies and industry on appropriate actions to
take

) SWGFL

Safe. Secure. Online

n CySecAware

delivers cyber security training in real terms for real

people in line with the best practices as stated by the
UK'’s National Cyber Security Centre (NCSC).
Providing expert knowledge of the threats and trends

[@CySecAware

across all sectors.



http://tiny.cc/CSSurvey

Education Threat Landscape

Bitdefender

* % % % % % % %

*  Provides a vertical for threat actors to gain access to exploit
2 P

sensitive information & intellectual property.
*  Prime sector for cyber criminals due to valuable information

stored on SChOOI networks & networks.

* Threat actors can use the foothold gained as a staging ground to
target other industries.

* Targeting of business communications, research & relationships.

* Access to PII or financial information (grants, scholarship
documentation, student and / or staff personal data).

Bitdefender

BUILT FOR RESILIENCE




‘Prevention’

Reinvented

Mod . = 1l 2 Key Questions:

B eIy S 11 1 1. If you were being attacked,
outcome focused and designed 18
to prevent business impact would you know you were

being attacked?

MDR is 24/7 Security 2. If you knew you were being
Operation, comprised of: attacked, could you respond
. People to that attack?
: Process

s Technology




What we See

School district email addresses discovered in
various Darkweb database dumps.

Over past 12 months, large volume of
RansomWare attacks (Maze, Conti, Ryuk, Clop &
Mailto).

Targeted Phishing attacks.

APT profiteering from access to sensitive
personal, financial & research details.

Hacktavists disrupting access through protest or
to draw attention to a cause.



« EDUCATION!!! - Staff training and awareness.

« Comprehensive security & compliance plan that is “baked” into

the organisation’s strategy & culture.

« Adopt a proactive means of monitoring to:
 Detect rapidly
* Respond immediately
« Contain & remediate quickly
« To minimise impact
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Understanding cyber security skills
development in pre-university education -

Virginia Franqueira,
University of Kent

Preliminary findings reported in this talk are part of an on-going
research project funded by the GFCE (Global Forum on Cyber

Expertise), and conducted by a group of researchers at the
Institute of Cyber Security for Society (iCSS), University of Kent.

Inst?tute of
Cyber Security
for Society
(iCss)

University of

Kent




Children are increasingly online

In 2020:

] 82% of children aged 3-4 went online

] 97% of children aged 5-15 went online

Social media use by age

_

n 42% of 5-12 used social media
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Empowering children with skills to counter risks

RS T Generation of _
content & Other risks
content

personal data

. Inappropriate content

* Reputation damage * Cyber bullying

. adicalisation ) .
Rad . Sharmg with strangers * Dressure to spend money

* Encouraoing self harm , : . .
ging . Compames harvestmg data * Excessive time online



We compared countries part of the UK and 5 other English-
speaking countries in terms of...

The extent of cyber security coverage and whether

and how it 1is incorporated to pre-university curricula
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n England

CO u ntri eS i n th e U K Cyber security is covered as digital literacy in the Computing

subject of the national curriculum (academies do not need to

National curriculum does not incorporate cyber security

content. Cyber aspects (e.g., identity, digital rights and online
behaviour) are part of Citizenship according to the Digital
Competence Framework (guideline).

Ditferent content coverage ] scotland

Ditferent approaches

The Curriculum for Excellence contains ‘cyber resilience and

internet safety’ benchmarks for digital ]iteracy — under the
subject area Technologies.

n Northern Ireland
Cyber security (i.e., how to keep safe and display acceptable

online behaviour) is covered in the national curriculum under
Using ICT -- as cross-curricular skills.




Cyber security / online safety coverage (UK)

- Age reached in school year

4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
England x Vv V Vv V V V V V V Vv * *¥ x x
Wales X X
Scotland vV V
NI X X

X X * * * * * * * * * X X
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compulsory
not covered

Cyber security content added:

optional

England — Computing

Wales — Citizenship -
Scotland — ICT ':
NI — (Using ICT) across subjects : —




Qgvs .
F IV e Oth er C O u n trl e S No national curriculum: a K=I12 Computer Science

Framework informs the development of state-level curriculum.
Cyber security is embedded into core concept Network and

the Internet, and Safety, Law and Ethics into the core concept
Impacts of Computing.

------------------ nAUStralia
l'---.----"'

The national curriculum for Technologies has a Curriculum
Connections: Online Safety — content is added to different

F e d er 3.1 countr ; es stu d ; e d are sub]ects: Health and Physical Education, Digital Technologies,

adopting national frameworks,
except Australia

English and Arts. A curriculum review is expected to introduce

:
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: cyber security to 4-5 years old.

| |

- n Canada

: A Digital World: A Pan-Canadian K-12 Computer Science
-
-
|
|
a
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Education Framework is currently being designed to better align

education across provinces. Cyber security will be embedded
into focus area Computing and Networks, and Ethics, Safety
and The Law into the focus area 7echnology and Socrety.




Five other countries

] singapore

Adopts a compulsory Character & Citizenship Education
temmmmamsms==d syllabus that covers cyber wellness, online safety and
4 responsibilities of ICT users.

Federal countries studied are

adopting national frameworks,
except Australia

n New Zealand

The national curriculum covers cyber security under the

Technology area focusing on designing and developing digital
outcomes (e.g., security and privacy of devices, software, and

data).




Cyber security / online safety coverage

_ Age reached in school year

4
........... UsS X

Fen«

: Australia X

. Canada X

I

- Singapore X

: New Zealand X

B

+ Cyber security content added:

. US — Computer Science
. Australia — across subjects
* Canada — Computer Science

. Singapore — Character & Citizenship
E New Zealand — ICT
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Conclusion

?

The majority of countries incorporate
cyber security content into ICT /
Computing / Computer Science while
others incorporate it across subjects
(e.g., NI, Australia)

Scotland, Canada & Australia
are targeting vety young
pupils (4-5 years old) to first
introduce cyber security /

Level of coverage of cyber security content vary -- digital literacy

Lighter: Wales, Singapore, New Zealand
Deeper: Australia, Canada, US, England, NI, Scotland



Please complete our Cyber security school survey at:
http: // tiny.cc / CSSurvey

))

Part 1: basic Part 2: cyber Part 3: cyber
information about security practices security education
school and role(s) at the school offered to pupils at

of participant the school


http://tiny.cc/CSSurvey
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B Group 1: UK

| Group 1: US, Canada, Australia, New Zealand, Singapore

____ Groups 2+3: Estonia, Greece, Mexico, Netherlands, Norway, Portugal, South Africa
Other nations (not covered)

g
.....

We are studying the extent of cyber
security coverage and whether and how
it is incorporated to pre-university
curricula in other countries as well.

N
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Project team:
Questions at the ® Krysia Waldock
end or contact me: ,
® Vince Miller
Virginia Franqueira

v.franqueira(@kent.ac.uk

() Shujun Li




Headteachers! Cyber and Information
security isn't just for the IT department. ‘

Andrew Williams, SWGfL

(O SWGFL

Safe. Secure. Online


https://www.freepik.com/photos/technology
https://owasp.org/www-pdf-archive/OWASP-CISO_Guide_and_CISO_report_2013_for_managers_-_Tobias_Gondrom.pdf
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15 schools in Nottinghamshire crippled by cyber attack

The Neva Education Trust is unable

Fears as 'thousands’ of cyber =

attacks launched against British [ | The growing importance of |
rsities cybersecurity in schools ser-
mnputer

ISLE OF WIGHT SCHOOLS NEED DATA AFTER CYBER ATTACK
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Parents of students at Isle of Wight schools hit by ransomware attacks are being asked to get in
touch after vital data was lost

news.t:o.\lk As Isle of Wight Badio first reported, cyber attacks left school websites inaccessibie and data
this
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Safeguard|ng |mpI|Cat|OnS L] Database records

W hat would be the
implications for you, your
staft and your pupils if

personal information was

leaked onto the dark web?

Parental contact details, pupﬂ records, third party
contact details. . .

Computer controlled systems

Telephone systems, email, CCTV, door/ gate access

control

Information access

The internet, file servers, remote access systems




Firewall

ISP
Filters
Monitoring
Rewwork secure Intrusion detection systems o Software
meter secy, Servers/switches Anti-virus
vet "y Routers Anti-malware Hardware
¢napoint secury Ransomware protection  Software / Hardware
popication securyy, Anti-exploit

Systems — Policy/People

Software patching Fileless attack prevention
Automatic updates Asset management
Core Logging systems MDM

Data .
Assets Access controls Device firewall

Policies (((((( ‘”

Password security

Record of Processing Activities ((

Maps of critical datf"l_n_l—l_l—l_'—,
Critical data identified and protected Data access control

Backed up Retention and disp

CIA l ll!', 7
Data Loss Prevention A g—/ \

Security Information and Event Management (SIEI\\/T)

sal

Underpinned by staff training at all leye



Insider threats Ransomware Phishing

* Train your staff * Backups * Layers
* Monitoring * Prevent attack with * Train your staff
e DLP training & software o Software
* Audit and identity * Organisational device protections

core data controls * Respond quickly
* Incident response plan




Key approach?

Training




How good backup routines help provide

quick recovery.

Poppy Angell,
Phoenix Software

(%)

In the event of your primary data failing, like in a

malware /ransomware attack, you need the assurance that your

secondary copy of data can be accessed as a backup — hence the term.

Depending on how critical the primary data is, will depend on how
protect that data — here are my best tips:

PPHOENIX



Backup and DR best practice: M s

Routinely test your backups AND restores, at least
once a week, as well as updating your RTO and RPO

D Three copies

Follow the NCSC guidelines of 3-2-1 — three copies
of data, 2 devices and I offsite (or
offline/immutable)

Consider a cloud backup to keep a physical separation
of your backups for disaster recovery purposes

J cloud?

Please treat this information as private and confidential.



Backup and DR best practice: -

Please treat this information as private and confidential.

Update!

Ensure you’re running the most up to date software or
updates for your chosen backup tool (even if

appliance based)

Immutable?

Consider an immutable backup solution for your
workloads, or an immutable backup target if not
Parallel running

Run your backup and disaster recovery plan in parallel
to any cyber security plans /solutions you have in

place already

Future-proof

Make sure youre considering the future when
deploying/ updating/managing your backup /DR
plan



The Cyber Secure tool

B T — ' D(;:-partme/nt fOI’]c @ Cy b e r
Education/SWGfL
Secure

Developed in partnership by the Department for
Education and SWGIL. Currently in pilot and
expected to launch in early 2022.

s
*
*
*
%*
5
*
%

With 23 aspects, the free tool will help experts and non-experts
improve and strengthen defences against attack.




Level 2

2 o All staff, induding new starters, receive a comprebensive set of foundational training in cyb

r and information security. Staff acknowledge the receipt of this

and their inherent resporsibilities

o At least annually, 3!l staff ackrowledge therr coligations under the Acceptaole Use Agreement (ALUA) before access to systems is providec

How to Achieve Next Leve! st
Define different categeries of staff who require differing access to technology systems, such as; office, teacher, SENCO. identify the core technology systems that

each category of staff may need access to
Develop an induction programme which covers those systems. Identify extended training options for induction to supplement and support any in-house provision.

fhat processes may need to occur when an employee leaves the establishment. Identify what systems and devices are revoked and returned defining

how/when this would take

Using the identified information, develop a process identifying what cyber and information security process should be in place when an employee leaves the

establishment

Plan for a pr 10 ensure staff understand their cy ¥ ) en within the establishment. Identify

cate s of users and what networks/systems/software they n

Enter Current Position
-.- Enter Evidence -

&) Enter Improvement Actions .

Level 3

e Mew statt members receive 3 1raining package descnning the estanlshment's cyber and information security nolicies, pracesses and practices

e The establishment has 3 simple and consistent staft exit process identiftying what systems, anplications and dewices are 1a be revoked and howida

would tzke place

o whick they

/e access to those systems, applicstions and dewe

all staff ckanges in rol

ess fr

are entitled to as defined by therr role




"The rocky road of recovering from a cyber
incident in school”

A quick journey through how things
never go to plan (if you have a plan!)

including uncovering the unexpected.
CySecAware

% |CySecAware



What would you do?

The Police walk through the door...

*=CySecAware



They tell you that your school is infected. ..
...with a TROJAN

*=CySecAware




They are concerned because:

* Safeguarding data may be

compromised
e This often leads to ransomware

They ask you to disconnect
everything

*=CySecAware




You call your I'T support

*=CySecAware



They have no idea of the impact
of switching off the network. ..

To be honest, they just have no
idea how to respond!

*=CySecAware



You close the school because:
* No Safeguarding information
e No next of kin data

* Door locks fail
* CCTV not working

e Fire alarm not Working

*=CySecAware




After the Police perform

Digital Forensic analysis,

I'T begin to rebuild...

°m CySecAware




——

Rebuild

Infection - Infection

y (/ \

Rebuild

% |CySecAware




Finally you re-open a week later!

*=CySecAware



*=CySecAware



‘he Police walk through the doot!

*=CySecAware



Data is ﬂowing everywhere. ..

gigabytes of it

°m CySecAware



This was the culprit...

*=CySecAware



*=CySecAware



*=CySecAware

* Cyber security is not an IT function
* This Is risk management

» Ownership should be in SLT

* Understand your network + assets

* Plan for an incident: reduce response
time, minimise impact /

|




CySecAware

Information Security
Training
Designed to help you raise
awareness of security and
reduce risk in your

Jez Rogers

organisation

() SWGFL

Safe, Secure, Online

Andy Rawlinson




Bitdefender

BUILT FOR RESILIENCE

University of | Institute of
GFCE ?% Kent &5

Ask your questions,

were here for you!

l’PHOENX
(O SWGFL

Safe. Secure. Online

With thanks to Bitdefender

for supporting us

~|CySecAware
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NCSC SWGfTL Cyber Survey

Advice for Schools Security Solutions

http://tiny.cc/ http://swgfl.org.uk http://tiny.cc/
NCSCSchools /security CSSurvey

https://www.ncsc.gov.uk/section/educat ionfskills/cyberfsecurit‘stchools

enquiries(@swgfl.org.uk




toodbye & thank you for watching



NCSC SWGfTL Cyber Survey

Advice for Schools Security Solutions

http://tiny.cc/ http://swgfl.org.uk http://tiny.cc/
NCSCSchools /security CSSurvey

https://www.ncsc.gov.uk/section/educat ionfskills/cyberfsecurit‘stchools

enquiries(@swgfl.org.uk




