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Version No: V2.0
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The information contained within this Customer Manual is accurate at the Effective Date, and this

Manual, together with the Service User Agreement, forms the contract for provision of services by the

South West Grid for Learning Trust.
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1. Executive Summary

Across the south west, we provide thousands of schools and other sites (over 700,000 learners) with
connectivity via high quality inf  rastructures. SWGfL provides this Customer Manual to explain the services
provided to schools, and help you to get the best from the service.

Services and Charges

Core Service We have detailed th e services you currently receive and the charges for
: them. All telecoms products are provided by RM IHG at 0% margin
SHLELS prowd-esafull . (youdl I f i nabourRMVIKEG inthé Manual and our website ).
managed service, details of
which are in the Appendix .In EegjeleS
summary this includ es: We have provided named contacts from both SWGfL and RM IHG, w ho
. work closely together to provide the right service to customers. We have
1 Connectivity : ; . .
! also provided general contacts that will help with day -to -day queries
Essential Safety and details for escalations and complaints, should you need them.
1 Essential Security
f  Support and Technical Changes and Orders

To ensure the service co ntinues to deliver what you need and responds
. to your changing requirements, we have an effective change

Design, Management management process to support the need for flexibility

and Standards

Change and ~ Selvice SLA and KPIs

A robust contract underpins the delivery of the service, procured through
a full EU process and providing significant protections for schools from
Electronic Service liabilities and legal issues that would not be available from other
Interface (ESI) connectivity suppliers using their standard terms.

Service Monitoring and
Reporting

Services

Management

A summary of the SLA and KPIs that apply are provided. SWGfL manages
this on your behalf through contract management processes and
reviews, making the process as simple and efficient as possible.

Support
Our 21stcentury service offers ~ We have strong support and incident resolution processes and
a number of benefits : technologies in place to manage the network, and 24/7 proactive
1 Safe, secure, supported monitoring to resolve any faults as qui  ckly as possible.

and managed: we worry

about your internet

service , so you d
1 Flexibility and eas ier to

Standards underpin the support service to provide reassurances that
quality comes first and risks are managed on your behalf.

SWGTL was the first (and one of only three) organisation to achieve Becta

upgrade : quicker and accreditation under the more string  ent 2009 standards (click here for
lower cost details). The Schools Internet Services are  also ac credited to 1ISO27001,
1 Symmetric bandwidth: the industry standard for information security, giving schools assurances
same speed upstream that data and services are being delivered in line with rigorous standards.
and downstream
1 Managed contention: Core and Optional Services
other users, including The SWGTL service is purpose -built for schools, includi ng important unique

benefits. You can review these at  www.swgfl.org.uk/compare

domestic and small

business, d o ndiféct you
1 Accurate and reliable

performance figu res: not

Our range of Optional Services, using best of breed products from various
partners, allows you to select the services you want and donodt wi
meet differing budgetary and functionality needs.

oup to.. .6 as
with many other providers All of the above, and indeed the whole service, is designed to help
and other technologies schools, Academies, and all establishments  better manage their risks.
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2. Background Information
2.1 South West Grid for Le arning (SWGfL) Trust

The South West Grid for Learning, a not-for-profit charity wholly owned and directed
by the 15 Local Authorities in the South West, was originally established in 2000 as one

of the ten Regional Broadband Consortia (RBCs) in the UK. Set
requirement
Education Network (NEN), SWGTL today provides services to over
shapes and sizes and is dedicated to the advancement of education throug

government 8s

Why use SWGFL?

| tyows service. Our model of
aggregated procurement
delivers economies of scale
and capacity to use and
provide enterprise -class
services th at may not be
possible on a smaller scale

However, our service is nothing
if not fle xible and SWGfL works
with individual schools to meet
their specific requirements.

We know that different schools
have different needs and we
know we woul dnot
we took a one -size-fits-all
approach.

2.2 RMIHG

Key Statistics

1 Core network availability
over the past three years
was 100%

I Over the past year RM IHG
handled two billion emails
for the SWGTL region. Of
these, 93% were spam, so
RM IHG delivered around
133 million emails

1 An average of 483 million
web -page requests are
processed every week, of
which only 1% of pages
browsed to are filtered

1 RM IHG block an average
of 15,500 viruses every
month

up to deliver the
connecting sc
2,500 schools of all
hICT.

Education ~ @

for Network

Provider

Schools require best value in all areas inclu
broadband services. The SWGf L
1 A best -value approach,
combining the charitable
status of SWGfL, economies of
scale, compliant and expert
aggregated procurement, and
a wide range of telecoms
suppliers, all at 0% profit
1 Essential Safety services,
protecting users from illegal
material and, uniquely, linking
SWGTL, the IWF and the police
1 Essential Security services,
providing best in class firewalls
and other technologies in an
ISO27001 certified service
Change and service management, underpinned by ITIL and FITS
Support through an expert Service Desk, skilled and qualified
engineers, 24/7 proactive network monitoring and user portal (ESI)
1 A service tailored for education, with SW  GfL and RM IHG sourcing
and managing all aspects

ding connectivity and
6Cored I nternet

Economies
of Scale:
2,500
schools

Not-for-
profit
charity

Very wide range
of telecoms
suppliers and
partners - all
at 0% profit

Fully
procured
through
the EU

SWGL value jigsaw

SWGTL have partnered with RM Education for many years, and as RM
successfully bid to retain their key partner role in delivering the Schools
Internet Services, SWGfL and RM will be working ever more closely.

RM is the leading provider of ICT software, infrastructure and services to
UK education, and recognis es that the education environment is

unique and schools, colleges and universities need the very best
technology and services. The SWGfL Schools Internet Services are
delivered by a special division within RM: the Internet Hosting Group
(IHG), ateam focus sed on large internet and network services.

The changing landscape of learning challenges any ICT infrastructure.

With demands likely to increase enormously over the next five years,
connecting schools to cloud services and media -rich content, securing
ac cess for learners from any location, and creation of new and

innovative learning environments will be the norm.

This landscape drives the need for a flexible, secure and financially
sound infrastructure, and SWGfL and RM IHG are experienced in both
desig ning and delivering services to meet these needs.

South West Grid for Learning
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Optional Services
SWGHfL provides a range of
high quality, best value
Optional Services (such as
email, content filtering,
domain hosting and
SecureNet) using best of
breed products from various

2.3 The SWGTIL Services

In response to feedback SWGTfL has streamlined the services so customers

only get what they ch  oose.

Wedve added in options i

mportant t o

provide. The Core Service and the Optional Services have been
disaggregated, giving each customer choice around the Optional

Services want and

functionality needs.

they

d o nhiudgetaryaandt t o

partn.ers ! o=t Of WhICh ar_e CORE SERVICES OPTIONAL SERVICES ' ' l ' . l I l '
supplied on an annual basis including
to ensure choice and ol e e N CiIsco
flexibility are maintained. S Microsoft
. . onnectiv
More details can be found in Maobile Web Content Virtual »
the appendix Email Hosting Hosting Servers a net
. Essential Safety

Media Video ReD’::’;e ADSL
Optional Services will be Essential Security ] Backup SR g ducmn o
i i U/vm’\‘
|nV0|Ced and_ renewed _On 2 Secure Data . Mobile Advanced SmOOthwa”
per academic year baSIS, Transfer Caching Connectivity Services

&y netsweeper

directly from RM Education.
Renewal o ptions will be
communicated in advance.

+ 4+ 4+ 4+ 14

Change and Infrastructure Service Desk, Electronic Service Usage

@

Identity

E3LOGICALIS.

'\ =&

It is possible to view services Service Design/ Supportand Service le- safe
. . hnical/ Interface and and Reporting Services Adobe educatior

Currently subscribed to, via and and Standards Engineering Services

the Electronic Service i U (U ® FlaShH:rw@

Interface (ESI). SUPPORTING PROCESSES AND SERVICES TANDBERG
SOPHOS

2.4 Partnerships

Partners are key to SWGfLOGs ability to provide the best

Through our work with RM IHG and a wide range of
SWGfL is able to offer a very large range of options

leading telecoms providers

technologies) to suit differing functionality and budgetary requirements.

2.5 Procurement

, and other partners ,
(including a huge range of different connectivity

We know th at schools have policies to get a number of quotes for most purchases. The DfE defines four
categories of purchase, with typical values:

< £10,000

Il routine purchase, small value

2 ‘ routine purchase, high value

< £40,000

> £156,442

K one -off or high -end purchases > £40,000 ﬂ above EU threshold

SWGIL has already undertaken a full EU procurement (number 4 above) on behalf of all schools and LAs,
enabling procurement from SWGfL without the need to engage larger competitive processes, and with
confidence th at the service is best value and that the procurement is fully compliant.

As is the case with all large public sector contracts, there is a great deal of process, regulation and

formality to be complied with. We received bids from some very large and well known companies, and
RM Internet Hosting Group were successful. Scrutiny by internal and external stakeholders, advisors and
experts, found the exercise to be an exemplar of good procurement practice. We can provide some
supporting information which may h  elp to explain some of the aspects of the procurement a little more.

South West Grid for Learning
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3. Core Services and Charges

Value for Money

A study was conducted in
2010 of a sample of schools,
including rural and urban
primary and secondary
schools, with a range of
connectiv ity services.

Their SWGTL costs were
compared with sourcing
connectivity themselves. The
cost for the SWGL services
was, on average, 21% lower
(almost £1,500 per year).

And thatdés not
including the capital costs of
setting up with a new
provider, nor the indirect
costs of lesser or inconsistent
services, contract and

service management,
procurements and any
termination costs from telcos.

limitation. Th i s
[
P —
2
o
-
8_ all ows wus
o)
O .
O | point compared

Fibre services rang e from 10Mb to in excess of 1Gb, and t
6softd
controlled as required. Rate limits can be set at any level

Copper technology is also used extensively. For e

10Mbps (two pairs) or up to 20Mbps (four pairs). EFM is ideal for high
to fibre -based Ethernet services.

3.1 Core Service

The SWGTL service is purpose -built for schools, including
important unique benefits which you can review these
at www.swqfl.org.uk/compare

This ensures you get a high quality, reliable and
consistent service, run by experts and specialists,
allowing you to focus on other priorities. For more
details, visit www.swdfl.org.uk/core

3.1.1 Telecoms
There are multiple layers to the SWGTL infrastructure
that combine to provide a 21  stcentury service.

All telecoms products are provided by RM IHG at 0%
margi n, and we work with a very wide range of
telecoms companies to find the best solutions:

Choose your circuit options for a range of

: type 6accessd techr
2 Choose your Innovative options

service type around contention
3 Choose your options around the length

contract term of the contract  to suit you

we can set rate
t hat ot her

o help manage traffic
configuration ensures

Fbre delivers a true superfast broadband experience, supporting greater distances and much
higher bandwidths than other technologies.

xample, a service called Ethernet First Mile (EFM)
6bondedd copper connections, cal
bandwidth sata lower price

us e

See the appendix for more information on access technologies.

With some circuits, two options can be provided in relation to A B

contention. Option A is an un
day, seven days a week.

-contended (1:1) service 24 hours a

Opt ion B is un-contended from 7am to 5pm, and contended at up to
20:1 from 5pm to 7am. Designed for education, Option B provides
performance during school hours and reduces costs through

discounted telecoms charges.

PM

- @ ¢
® b

We can usually offer contract terms of eit her 12 or 36 months to suit

differing budgets. 36 month contracts attract lower setup charges. Contended @ 20:1

South West Grid for Learning
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3.1.2 Internet Transit
SWGIfL and RM IHG use a number of internet transit providers, including tier
operators, to provide the best mix of performance and cost effectiveness.

Each establishment is allocated transit in bands, usually in alignment with
the access circuit bandwidth allocation, meaning there are no bottlenecks,
no restrictions on usage, and  no unexpected bills part way through a year.

Previously SWGTL allocated and billed for internet transit using the 95th
percentile method. Here bandwidth measurements were taken every 5

minutes. The top 5% of readings were discarded, and the highest remai ning

reading left determined the transit allocation and charge.

The new model delivers a fixed transit charge for each year, based on a
reduced charge per unit. This allows each establishment to use the
maximum bandwidth available without the risk of inc reasing charges.

3.1.3 CPE(Customer Premises Equipment)

The SWGTL infrastructure is built around Cisco network products, including
the equipment deployed for customer s, to help ensure security, integrity,
availabilit y and performance.

3.1.4 Core Network

The SWGfL core network (Centralised Network Facilities, or CNF) are located
in Telehouse North, a Tier 3 hosting facility in London, and split across two
suites, mitigating risk of failure.

All centralised services are fully duplicated between suites, providing tr ue
6n+nd resilience, meaning there wild.l
component fails.

3.2 Core Service Detalils

The following are the Core Services provided to Falmouth School :

Component Description

W ADSL Backup

Telecoms - [customer -specific details inserted here]
Access

Telecoms -

Distribution and [customer -specific details inserted here]
Backhaul

Service [customer -specific details inserted here]
CPE [customer -specific details inserted here]
Internet Transit [customer -specific details ins erted here]

Networks are
complicated platforms
that can, from time to
time, suffer problems just
like any computer or
electrical system would.

Although SWGHL is proud
of the high uptime on our
network, some outages
are out of our control.  To
give you peace of mind
we are able to offer an
ADSL backup solution
which will automatically
activate should any issues
arise with your main
connection.

Entittement:  Optiona

e gg:\

All secondary schools,

and all primary schools
with more than 400
learners, with SWGfL
manage d CPE receive an
ADSL backup service free
of charge .

Providing a resilient
additional access service
from the SWGfL CNF to
the school, and deployed
in a redundant
configuration which will
automatically activate in
the event of a fault on the
main access circuit.

Primary schools with less
than 400 learners may also
purchase the ADSL
backup service as an
Optional Service.

South West Grid for Learning
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3.3 Charges

The following Core Service Charges relate to provision of the SWGfL Schools
Internet Services o Core Service.

[c ustomer -specific details inserted here]

3.3.1 One -off Setup Charges

Component Description Price
Telecoms & Cost from the telecoms provider for i
. o £  [details]
Access setting up the access layer circuit
Cost from the telecoms  provider for
g‘?lf‘?snt‘,s ) q setting up connection to distribution, £ detail
istribution an backhaul and Centralised Network [details]
Backhaul .
Facilities
Cost for provision and management
Service of Core Service as summarised in  the £  [details]
Appendix
CPE C_ost of providing the CPE (managed £ [details]
Cisco router)
Internet Transit Cost of setting up Internet transit £  [details]
ADSL Backup Cost_ of setting up ADSL backup c [details]
service
Total £  [details]

3.3.2 Recurring Annual Charges

Component Description Price
Telecoms & Cost from th e telecoms provider for .
. - £ [details]
Access provision of the access layer circuit
Cost from the telecoms provider for
Telecoms - provision and management of _
Distribution and T £ [details]
distribution and backhaul layer
Backhaul )
network for all schools in the LA
Cost for provision and management
Service of Core Service as summarised in  the £  [details]
Appendix
Cost of maintaining and managing .
CPE the CPE (managed Cisco router) £ [details]
Internet Transit Cost for provision of Internet transit £ [details]
ADSL Backup Cost_ for provision of ADSL backup £ [details]
service
Total £  [details]

As distribution and backhaul services serve multiple sites, costs are shared
amongst all schools benefitting from the services.

South West Grid for Learning

Schools Internet Services

Sophos Antivirus
Want to pay the best
possible price for Sophos
Endpoint Security?

SOPHOS

We applied the same
theory behind procuring
your connectivity: buy in
bulk, make savings, pass
them on to our schools.
Simple. Clever.

As well as award -winning
anti -virus protection you
also benefit from

applicati on control, data
loss prevention and
firewall protection in one
easy -to -use solution.

A school buying on an
individual basis would
spend approximately £9
per licence.

We have bought, well, A
LOT of licences and we

are able to pass them on

to our custome rs for £2.63
a licence, valid until
September 2014 .

It also comes with a
Platinum Support
Package which is valid for
the term of the licence,

Click here for full details

Wedre al so |
same for Microsoft and
Adobe software...drop us
a line for more info:

sis@swagflorg.uk
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4. Contacts

Contact information is provided below to help y

response to queries and issues.

ou get the best from the service and the most efficient

These contacts will be able to assist with most requirements, and mailboxes are monitored by teams to
ensure quick responses:

Contact Descript ion Details
SWGTL Service | Provided by RM IHG, for technical support issues T 0845 307 7870
. ) o F: 01235 826999
Desk and general service or operational enquiries
support@swdfl.org.uk
. . . T: 0845 601 3203
SWGTL Office For any general e nquiries not directed to the Service F- 01392 366494

Desk, or for other SWGfL services

enquiries@swafl.org.uk

SWGfL Schools

For strategic change, service upgrades, bespo ke

Internet roiects or SUGESHoNS sis@swdgfl.org.uk
Services Team prol 99
SWGfL Provided by RM IHG, for advice or assistance with

Change Team

any technical or transactional change requests

change@swgfl.o rg.uk

ESI

Here to help, the Schools Internet Services Team is in place to ensure customers ge

For controlling, managing and changing the service
online

the service, now and in the future:

Name

Role

http://esi.swgfl.org.uk

t what they need from

Details

Paul Hancock

Contract Manager
Overall responsibility for all aspects of the SWGfL

T: 07899 905968

(SWGTL) Schools Internet Services paul.hancock@swgfl.org.uk
Julia Educauqn Manager i T-07919 911878

Adamson Responsible for customer care teams and SWGfL & iulia. adamson@swafl.org.uk
(SWGHFL) education service : =
Nick Bratt gizrsw(:)?\s[i)lflltlevfeorry oM:rn;[?oer:al service issues and T: 07817873148

(RM IHG) b P nbratt@rm.com

queries, service availability and change

Your SWGTL Service Desk always works to ensure that the appropriate resources and levels o

f focus are

applied to your requests to ensure a timely resolution. If you are not satisfied with the progress of a

request, however, you can escalate it. Through escalation, additional levels of management attention,
procedure reinforcement and resource p rioritisation are brought to bear on resolving your request as well
understanding the root cause.

South West Grid for Learning
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If you have need to, y ou can escalate an issue at any time. There isa three
stage process whi ch wedd ask customers t o f ol Didyouknow that SWGfL
has won four awards?

Stage Contact Details
Jamie Goswell (RM IHG) T: 0845 307 7870
1 .
Service Desk Manager esummerhayes@rm.com Awa-ds
2 Nick Bratt (RM |HG) T:07817 873148 The BETT Awards recognise
Service Delivery Manager nbra tt@rm.com outstanding educational
products and learning
solutions, and with a huge
3 1
Contract Manager paul.hancock@swafl.org.uk seen as the most
prestigious in the sector.
At Stage 2 and Stage 3, escalations can be sent to both contacts to ensur €  The highly regarded 360

the most efficient and effective response. degree safe tool, which is

provided free of charge
to schools, won the

Customer care is one of the key building blocks of the SWGL service. As a Leadership and

not -for-profit charity dedicated to the enhancement of education through Management Solutions
ICT, we like to think that we have a better unde rstanding of the issues and award.

chall enges than ot her s, -obemithadéttercour s e

understanding than schools themselves. To check out 360 for free,

just click on the logo:
I f thereds something we can do better,

Contact Details
T: 0845 601 3203
For any general customer  enquiries F: 01392 366494

enquiries@swdgfl.org.uk

For any more specific customer enquires
relating to a part of the Schools Internet
Service

T: 0845 601 3203
sis@swafl.org.uk

the ISPAsfor
6interr
safety and

securi-t

SWGHTL takes customer satisfaction extremely seriously. If you have cause to

raise a formal complaint regarding any aspect of the service, having the Nominet
followed the escalation process, it should be made in writing to: Internet

Awards for :
Chief Executive omaking e 2011)
SWGHTL Trust internet =
Belvedere House saferd
Woodwater Park the UKIT
Pynes Hill Awards in 2011 UK IT INDUSTRY
Exeter 6 Co mmu r AWARDS
EX2 5WS Project of

the Yece

South West Grid for Learning
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5. Changes and Orders

Most services, over time, will need to

approach to moving the service, or part of it, from the current state to the desired future sta

be changed in some way. Change management is a structured

te. The

change management approach is based on a robust process where changes are introduced, approved

and documented.

5.1 Types of Change

There are three types of change:

Technical Change - when an engineering change is required to a system, for example ma king a

1 . . .
DNS or firewall change. There is usually no charge for technical change
Transactional Change - when there's a cost to add to, enhance or change an existing service.

2 | For example, an upgrade to from Basic to Advanced Web Hosting. For ease, most tra nsactional
changes can be made through ESI
Strategic Change - when you want to make a change that is complex or bespoke, for example

3 |[the delivery of a new connectivity circuit. Mo s t
most ordersforOp t i on all Services wil/l be 6transactional &

5.2 Technical Change

A number of actions are defined within the technical change services, including but not limited to those
detailed below:

Service ‘ Time to Implement (working days)
Register a Domai n Name (inc. adding the Domain to 1
the DNS)
Modify a DNS record for a domain Planned to be self service
Modify a MX record for SMTP relay Planned to be self service
[}
(&)
S Addition of a new firewall rule for an establishment 1
7
o L , .
8 Modification of a firew  all rule for an establishment 1
Addition of a firewall object per occasion |nc|ug|ed In addition or modification
of a firewall rule
Modification of a firewall object per occasion |nc|ug|ed In addition or modification
of a firewall rule
_ Add new do main Included in domain name hosting
‘© .
= Merge domains 5 days to plan
L
Bulk upload of users No impact Assessment. 5 days
- Request server backup Planned to be self service
g O
s 2 % | Request data restoration Planned to be self service
T < 0
ae g Inc rease backup storage space 1
s}
@ | Archive service Planned to be self service
[}
.E Establish new connection to time service Planned to be self service

South West Grid for Learning
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Service ‘ Task ‘ Time to Implement (working days) ‘
Register a Domain Name (inc. adding the Domain to 1
the DNS)
Request additional space 1

n/a & unless unfair usage policy

Request additional bandwidth invoked

Will be self service or bespoke

Request additional security services depending on web hosting option

Web hosting

Bespoke Web hosting requirements capture, proposal

production, design and build 5days to plan

Content hosting requirements capture and proposal

production, design and build 5 days to plan

There is usually no charge for technical change, although reasonable usage does apply. RM IHG make
available hundreds of hours of engineering re source each year to support the requirements for change
within the SWGfL service.

5.3 Transactional Change

Most transactional change will relate to Optional Services and will be managed via ESI. For expedience,
fulfilment of transactional change is generally undertaken by RM IHG directly with you. Optional Services
will be invoiced and renewed on a per academic year basis, directly from RM Education. Renewal

options will be communicated in advance.

5.4 Strategic Change

Strategic change is defined as and includes

9 Provision of any service to a new customer

91  All connectivity changes, including additional bandwidth requirements, circuit upgrades or changes,
circuit shifts, as these usually require project co  -ordination and vary from customer to customer. An
exception is the provision of an ADSL service to an existing customer

1 Multi-site or larger scale projects, including Optional Service deployments for multiple customers

5.5 Requesting Change

Most Technical Change can be requested and processed via ESI. If yo u prefer, you can
email requests to change@swaqgfl.org.uk . SWGfL reserves the right to reject requests for
change where they pose a risk to the infrastructure or organisations involved, or to other
users.

Technical

Most Technical Change can be requested and processed via ESI. For the latest prices,

. descriptions and for the breakdown of services provisioned to and available to your site,
Transacti onal

you can check also use your ESI account. If you prefer, you can email reques ts to
change@swafl.org.uk
Strategic Change should be requested by emailing the requirements to sis@swafl.org.uk,

Strategic providing as much detail as you have.

5.6 Price Changes

Over time SWGfL may require changes to the Core Service Charges or service provision as follows:

5.6.1 Telecoms
If a third party provider of telecoms (including the telecoms components related to transit) alters its
charges, then SWGTL shall increase o r decrease (as the case may be) the Core Service Charge payable
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by the customer by the same amount from the date the change in the telecoms charges was imposed,
provided that the change in charge is incorporated in the invoice for the following period. If usage of
distribution and backhaul services changes there may also be an increase or decrease (as the case may

be) in the Core Service Charge payable by the customer.

5.6.2 Service

From time to time there may be variations in the Service element of the Core Ser vice Charge. Such
variations would be communicated in advance and would cover increases in costs of delivering
Centralised Network Facilities (including centralised security and safety), engineering and support
services. SWGfL will endeavour to keep such v ariations to a minimum.

5.6.3 Transit

If a customer requires a bandwidth increase, involving the provision of additional access layer
bandwidth, there may also be an increase in the transit band. Equally, if a customer has not yet moved
to the banded model, the  re may be an increase.

5.7 Cancellation

5.7.1 Preparing for Cancellation
A regional broadband service like SWGfL is more than a fast Internet connection; it is a strategic service
that helps to ensure standards are in place, risk is managed, and schools can focus on their priorities.

Data increasingly travels in many directions, from sites to distant applications. Local access connections,
backbone infrastructures, and security technologies need to be free from bottlenecks. Facilities such as
firewalls, filtering systems and email relays need to be scaled for the throughput expected. It is more cost
effective for SWGTL to provide high capacity central services, than for individual sites.

Public service agencies are also reporting rapid gr owth in bandwidth dema  nd, with t ypical growth rates
in the region of 30% to 60% per annum. The ability to monitor usage and manage upgrades, proactively
and reactively, is important.

The DfE has published advice for schools on procuring broadband, which goes some way towards
providing a basis on which to consider the various options schools may have available to them. You can
find this advice here .

Your LA may also need to be assured that any procurement to be undertaken by establishments to
replace the SWGfL service is done with an understanding of the breadth of the SWGfL service, and any
transfer of risk back to the establishment, intended or otherwise, as a result of the change in provision.

You can find out more about the SWGfL Service at the following links:
T www.swgfl.org.uk/core

T www.swgfl.org.uk/choice

T www.swgfl.org.uk/compare

It is also worth remembering that, as we work with all the large telecoms companies, we are able to
provide bigger, better, cheaper; whatever you require, all backed up by the benefits of the Core Service
and with contracts to suit schools, not suppliers.

We believe the service is very good value for money, high quality and suits schools' needs, but if you do
decide to obtain your connectivity from elsewhere, not from SWGfL or via the LA, ther e may be
termination charges for the telecoms service you currently have.

All telecoms products are passed on at 0% profit, but some technologies, particularly legacy products,
are still expensive. Due to recent developments in the marketplace, there is a likelihood that SWGTL can
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provide an alternative telecoms product to an establishment that will lower the price, improve the
service and reduce or remove any costs around leaving.

5.7.2 Termination Fees

These are charges imposed by the telecoms companies, no t by the LA or SWGfL, and are normal in the
telecoms industry. Although SWGTfL does successfully improve the contracts with the telecoms companies

in the interests of schools, adding processes and protections around your liabilities and rights, it is not

usually possible to get telecoms companies to offer good pricing and the types of products we nee d
without termination  charges for early withdrawal.

The termination charges are linked to the duration, or term, of the telecoms products used, which is
aligned to the term of your contract, and incurred if you wish to cancel the provision of the service prior
to expiration of the initial term. The  charges are usually equivalent to the remaining payments for the
service for the remaining term.

5.7.3 Notice Perio d

A minimum of three months written notice is required for termination, using the strategic change process
In addition, if written notice is not provided pursuant to clause 11 in the Service User Agreement,

additional ¢ harges may also be levied by suppliers.

However, providing three months notice may result in you incurring the charges as detailed below (item

c). For this reason, we recommend that  six months notice is given . If you give six months notice then,
provided the contract is due to terminate after the initial period, only the charges at item a below are
payable. In addition, if your contract is with the LA, there may be other charges, or indeed different
charges, that vyoudl |l need to check with them.

Because th e Schools Internet Service is a service, not just a connection, there are many systems, tools
and processes in place that may carry a cost to close down. This includes aspects of the Core Network,
security services (firewalls etc .) and support services. Th e OGC Model IT Services Agreement, on which
the contract is based, provides for exit arrangements where services such as these are delivered.

The costs will vary based on the period of notice given, the telecoms product (and provider) in place;

the remain ing term on the telecoms product; and the source of a replacement telecoms product. The

costs will include:

a) Unrecovered costs: this covers areas of the Service carrying implementation costs, and excludes
internal costs of financing, working capital or over heads but includes certain aspects such as
software and the core network

b) Breakage costs: this covers any costs (including costs payable for early termination of contracts
entered into prior to receipt of the termination notice) incurred as a result of term ination which would
not have been incurred had the service continued until its natural expiry (e.g. telecoms provider
charges, administration charges and engineering charges)

¢) Compensation payment: if less than six months notice is provided, some parts of t he supply chain can
also charge for lost income . These are charges from our suppliers, not from SWGfL

5.7.4 Shared Services

Distribution services are shared circuits and technologies connecting the access layer to the backhaul

layer. Often these are telco -based (e.g. BT exchanges or Virgin Media nodes), but in some cases are

based in establishments (e.g. BT LearningStream hubs) . |
be an impact on other establishments receiving an access service from the hub.

Oper ationally it would be necessary to find a means of continuing to provide access services to the
remaining sites, which could include:

I Leaving the hub in place and reaching an agreement with the current hub site

1 Relocating the hub to another location

I Terminating all the access circuits and replacing with alternative technology

South West Grid for Learning

Schools Internet Services




Version2.0 SWGTL Trustd Proposal for SWGfL Core Service Page 14 of 28

In practice the best approach will differ in each individual case. The charges incurred would also need to

be established on a case -by-case basis, and the charging method agreed, howev er pursuant to clause s
6.1 and 11 in the Service User Agreement, if an alternative arrangement cannot be made the

terminating site is responsible for all associated charges.

As Optional Services are contracted for on an annual basis and not underpinned by longer sub -
contracts, the termination process is less complex. Optional Services can be terminated for convenience
at any point, usually without refund (other than within the first seven days of provision, when a refund will

be provided)

If schools have Optional Services which can be cancelled by SWGfL and for which a refund can be

obtained from suppliers, SWGfL will pass the refund on. Where Optional Services cannot be refunded,

which will be the case with some (as many are essentially software driven, so the charges are much like
the charges for other software and licences that schools may have), they can be ceased at any time

without a refund.

Schools can select those that they wish to repgicmdlve and t
Services available, ahead of each academic year. In the event of a Core Service termination request
from an establishment, SWGfL will require clarity around any Optional Services they still wish to receive.
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6. SLA and KPIs

The objective of service

levels and KPIs is to ensure that the services are of a consistently high quality and

meet customer requirements on an ongoing basis. SWGfL has a robust Service Level Agreement with RM
IHG, which can be provided in more detail if required. All areas are re
Meetings between SWGfL and RM IHG.

viewed at regular Service Review

We also have a strong Continual Service Improvement (CSI) process within the service to incentivise
suppliers to look for ways to make their service better, not always achievable with a t raditional SLA and a

traditional approach to service management. This is a customer

values feedback on the services provided in order to improve them.

Of course, this summary only reflects certain parts of the contrac

-centric process and, as always, SWGTL

t, and it should be noted that,

particularly in relation to network services and connectivity, a higher SLA figure (e.g. 99.99%) will not
usually make the service any more reliable, as all service providers will be using broadly the same

products from one

6.1 Availability

Service availability is measured across three service categories:

or more of the same suppliers SWGfL uses.

Band 2 Core Services

Band 3 Additional Services

Band 1 Core Services

1 Access layer connectivity 1 Distribution layer connectivity 9 Electronic Service Interface
1 Distribution layer connectivity (multiple circuits) 1 Hosted email
(single circuit) 1 Backhaul layer connectivity 1 Hosting
1 Centralised Network Facilities 9 Video conferencing
9 Filtering

Availability per contract year,
during core hour s

Availability per contract year,
during non -core hours

Operating Level 99.5% 98.0%

Band 1 Severity Level 1 <99.5 6 99.25% 97.0%

Severity Level 2 <99.25 3 98.8% 96.0%

Threshold <98.8% 95.0%

Operating Level 99.9% 99.9%
Band 2 Severity Level 1 <99.9 6 99.7% <99.9 0 99.7%
Severity Level 2 <99.7 - 99.5% <99.7 - 99.5%

Threshold <99.5% <99.5%

Operating Level 99.9% 99.9%
Band 3 Severity Level 1 <99.9 6 99.7% <99.9 0 99.7%
Severity Level 2 <99.7 - 99.5% <99.7 - 99.5%

Threshold <99.5% <99.5%

Core hours are between 08.00 and 18.00, Monday to Friday (excluding Public Holidays).

Emergency maintenance is permitted where activity is or may be necessary to rectify a fault or avoid a

greater degree of subsequent downtime. Any such mainte

nance shall be carried out in such a manner

and at such times so as to avoid (or where this is not possible so as to minimise) disruption to systems,
services and users, and as much notice as is reasonably practicable will be provided prior to carrying out
any maintenance. More detail is provided in the Support and Incident Resolution section.
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6.2 Service Failure Resolution
The resolution time for any failures are measured and monitored:

Priority Level Service Level/KPI Maximagnul;i;( Ll LS betw ii?su LI
1 Service Level 4 1
2 Service Level 8 2
3 Service Level 24 4
4 KPI 72 24

The priority levels are differentiated using the following criteria:

1 Have a significant adverse impact on a large number of users including the de livery of
educational services to a large number of learners

9 Cause significant financial loss and/or disruption to users

1 Resultin any material loss or corruption of customer data, or the provision of incorrect data
to a user

1 Unauthorised access to the Service
Examples include:
1 Connectivity issue affecting multiple sites & normally due to a hub or exchange outage

Priority
Level 1

9 Security incident such as a virus outbreak

1 Loss of application functionality affecting significant usage i.e. Inability to send ema il
hosting server failure taking off line more than one school

1 Any issue that affects child safety e.g., filtering request to block inappropriate content,
CEORP or Police investigations

1 Have a significant adverse impact on a small (i.e. one or more) or moderate number of
users (or moderate impact to a large number) including the delivery of educational
services to learners

priority | Cause a financial loss and/or disruption to a user
Level 2 Examples include:

1 Connectivity issue affecting a single sit e

1 Loss of application functionality affecting single site usage i.e. Inability to send email,
hosting server failure

1 Have a moderate adverse impact on a small (i.e. one or more) or moderate number of
users (or minor impact to a large nu  mber) including the delivery of educational services to
learners

Priority Examples include:
Level 3 | § Poor connectivity performance although all services are available
9 Unfiltering content and resetting passwords

1 Loss of application functionality affecting single user i.e. Inability to send email, hosting
server failure taking off line  one individual

I Have a minor adverse impact to a small (i.e. one or more) or moderate number of users
including delivery of educational services to learners

Priority Any softwa re modifications not essential to maintaining service performance

Level 4 Degradation of service performance not subject to service level

General queries relating to the service and requests for performance data

= =4 A =2

Application failure where there is a work arou nd available
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Actual performance against each level is generally better than target, and SWGfL would be pleased to
provide additional data to show this at agreed times.

6.3 Speed of Change

There are three categories of change covered by the service level tha t broadly map to the change
types as follows:

Category ‘ Technicality Timescale to complete

1 Pre-approved 1 Working Day )
(Simple) Change requires Technical and

management Transactional
2 Some require Impact With no Impact Assessment = 5 days Change
(Moderate) Assessment, some do With Impact Assessment = 10 days

not
3 Complex change Plan to complete agreed within 5 Strategic Change
(Complex) requiring full Impact Working Days, completed in the

Assessment timescales set out in that plan

6.4 User Experience

RM shall conduct an annual survey of a proportion of users to identify which aspects of the service users
value and how the services could be improved. RM shall use the results of this survey to establish a KPI for
each element of the service te  sted by the survey.

User Experience Measuring Value & Improvement

Proactive

Useful Responsive
Knowledgeable Approachable
Key

01/
Accessible &~ 01/10/

6.5 KPI 1- Major Network Failures

RM shall measure the number of major network failures in each month and shall monitor it in accordance
with the defined performance monitoring system, providing the results of such monito ring in accordance
with the provisions of the contract.

6.6 KPI 2- SWGfL Network Performance

In addition to speed, or bandwidth, there are other technical factors that affect the quality of a

connectivity service. A number of things can happen to packets of data as they travel from origin to
destination, and with services where these are not managed the user experience can be degraded
significantly and even prevent usage of certain systems, such as voice and video technologies.
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KPI Measurement ‘ Target
Latency ICMP echo request The average latency (measured in five minute intervals) for
a connected establishment will not exceed 150% of the
baseline figure for that establishment at any time

packet loss | ICMP echo reply fails to
arrive or delayed by 30s

The packe t loss will not exceed 0.1% (1 packet in 1,000)
while the bandwidth utilisation on the corresponding
access circuit is less than 80% of capacity in both directions

Jitter difference between the max
and min latency within each
5 minute window

Speed SNMP

Jitter will n ot exceed 25% of the baseline latency where the
circuit is less than 80% capacity in both directions

All Ethernet, SDSL and LearningStream circuits will be classed
as failure if the result is below 90% of the baseline figure

6.7 KPIs 3, 4,5 and 6 - Service Desk

Call answering Call answer time

required KPI less than 1 minute

escalation level over 2 minutes

Call Type Initial response Resolutions
time measured
from the time the

call was logged

General Enquires <4 hours n/a

Priority Levels 2-4 <2 hours as stated in the
relevant Service
Level

as stated in the
relevant Service
Level

Priority Level 1 <15 minutes

First call resolution % of calls resolved

Operating Service Level

O 60%

Forwarding Telecoms Issue

Target time for forwarding

Telecoms Issue

required KPI

less than 5 minute

escalation level

over 10 minutes

6.8 SLA and KPI Management and Reporting

Performance is reported on an ad
reviewed against requirements by SWGfL with RM IHG.
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7. Support and Incident Resolution

The approach to support in general, including the Service Desk, is:

1 focussed on the users, configurations, priorities, and values of the Sou

th West region

1 staffed with knowledgeable staff who can offer real assistance at the point of first contact
1 based on assured processes to escalate those problems that cannot be fixed immediately to the

most appropriate resolver group

7.1 Service Desk

SWGIL and RM IHG provide a high
quality, English speaking Service Desk as
the first point of contact for assistance

for all services provided to service users.

The Service Desk will own, manage and
route calls to other support providers
that are part of services  portfolio as
required.

The most common mechanisms for
contacting the SWGfL Service Desk are:

1 Phone: 0845 307 7870
1 Fax: 01235 826999
T Email: support@swgfl.org.uk
T ESL http://esi.swqgfl.org.uk

However, the Service Desk can support
multiple contact and communication
mechanisms.

Standard Service Desk hours are 8am &
6pm, Monday to Friday. Additional

support hours are available on request,
though may be subject to an ad ditional
charge.

However, in addition to the standard
support hours and proactive network
monitoring, ESI allows you to subscribe
to text message alert notifications from
the SWGIL Service Desk. There are three
types of alerts:

1 planned work

9 incident

1 resolution

For incident and resolution you can also
choose whether you prefer to receive
alerts during the day, or at any time.

Service Desk Interface

Service Proactive
monitoring
Raduesy alert
NS [
N 2
X & Y &
Assignment
Filter

v

Task Escalation

v

|
Remote On-site Sub- 3srj PO':’Y
Engineers Engineers contractors Proei%zrs
|

Task Resolution?

Task Closure through
Service Desk )

|
Task Escalation through
Service Desk

Service Desk Communication @

\
\\ Electronic Service
Interface (ESI)

Please see our
response to 7.6

4

Telephone
Standard rafe

phone number

Ny

Service Desk
Online Chat Feedback &

Surveys
Use of skype, ESI )4
or Merlin Cilaf HEH Use of local

Learning Platforms
development b

Networking
Twitter and others

Used for alerts
and requests for

callback

The service is also supported by 24 hours a day, 365 days a year proactive network monitoring, with

automated alerts to enginee

rs for the fast detection, notification and correction of network faults.

SWGHfL can also provide, on request, emergency out of hours contact details for Priority Level 1 issues via

the pager system used by the engineers.
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7.2 Incident Resolution
Incidents are events which are not
part of the standard operation of the
service and which cause, or may
cause, interruptions or reductions in
the quality of the service.

Incident Resolution

wCall

o |

The objective of Incident
Management is to restore normal
operations as quickly as possible with
the least possible impact on either
the business or the user.

Inputs for Incident Management
mostly come from users, but can
have other sources as well, such as
management information or
proactive network monitoring
Detection Systems.

Diagnostics
saysoubpiq

The Incident Resol ution process is
shown in the diagram. Many of the
processes are underpinned by ITIL (IT
Infrastructure Library) best practice.

RM IHG also ensures that the support
service is delivered within an .
internationally recognised quality ey pokbntiol smsoupcnly
management framework tha  t -

Create resolution strategy

incorporates elements of: g - I ®
f IS0 9001:2000- Internal quality 5 Valikde reschoion strafegy 8

management -g - e W %.
1 1SO2000-1:20060RMds ser v L it rarci o ) =

management system is designed

i i lsue As d
to comply with this standard e !

The Incident Management processes

are also be used to ensure:

1 clear ownership of the next
act ions required to progress the
call

1 effective escalation when
appropriate

1 ownership, management and
liaison with solution partners and
other 3rd party companies

1 ownership, management and
liaison with the user, according to
communication preferences

Verify resolution success

ise reason / resolution

Acceptance
axupnjdany

Closure
ainso|)

SWGHL regularly review Service Desk performance with RM to ensure good quality and drive continual
service improvement.

A range of diagnostic tools and systems are deployed, including:
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Nagios Cacti Cisco IP SLA Alterpoint CAnetViz

Hagios“ G‘* .'CI|'SIé|°" | ALTERPO| m

In addition to the Service Desk, other teams are also in place to su pport incident resolution:

In order to achieve effective
and efficient resolutions, in
many cases establishments
will be required to assist. The
diagram shows typical
incident resolution
interactions between
customers and the Service
Desk, and summaris es the
type of assistance the
Service Desk may request to
aid the diagnosis process.

SWGHL is also keen to design
the most flexible and
appropriate support
mechanisms to allow
customers to choose to
undertake a greater level of
self-support, in which thes e
types of activities would be
expanded into a fully

fledged first line service.
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